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PakyJbTeT NPUKJIATHOI MATEMAaTUKHU Ta iIHpopMaTHKN
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(IIpotokoa Ne 15/23 Bix 29 cepmns 2023 p.)

3aBigyBayd kadenpu I1. C. Benrepcokuit

Cuiia0dyc 3 HaBYAJIBHOI AUCIUATLTIHA
"Ouinka pu3nkiB B KidepOe3neni'’,
0 BUKJagaeTbesa B Mexax OIIII
"KiOep0Oe3neka''
nepuoro (0akaJaBpCchbKOro) piBHA BHIIOI OCBITH AJIs1 3100yBaviB 3

cneniajgbHocTi 125 KidepOe3neka Ta 3axuct indopmanii
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Hasga Ominka pu3uKiB B KidbepOe3neri
TUCIUILIIHYA

Anpeca I'onosuwmii kopryc JIHY im. 1. @panka
BHUKJIAIAHHS M. JIbBiB, Bys1. YHIBepcuTeTchka 1
AUCHMILTIHA

dakyabTeT TA
kadenpa, 3a
AKOI0
3aKpiniieHa
AMCHMILTIHA

@akynbTeT NPUKIATHOI MATEMAaTHKH Ta iHPOPMATUKU
Kadenpa kibepoOe3nexu

I'any3b 3HaHb,
mu@p Ta Ha3Ba

12 Tadopmariitai TeXHOMOTIT
125 Kibepbe3neka ta 3axucT indopmarii

creniaJLHOCTI

Buxiagaui [Mapxyup Jlrobomup Teomoposuu, nA.T.H., mpodecop, mpodecop kadeapu

AUCHMILTIHA kibepOe3nexu
[Tpoxonumea IBan AmnaromiiioBny, KaHi. (i3.-MaT. HAyK, JOIEHT, JOIEHT
Kadeapu MaTeMaTHYHOI €KOHOMIKHM, €KOHOMETpii, ()iHAHCOBOi Ta CTPaxoBOI
MaTEeMaTHKU

KonTakTHa I'onoBuuii kopmyc JIHY im. 1. ®dpanka, kabd. 376,

ingopmanis M. JIbBiB, Byl1. YHIBEpCUTETChKA, 1

BHKJIa1a4iB liubomyr.parkhuts@Inu.edu.ua

ivan.prokopyshyn@Inu.edu.ua

Kouncyabramii 3
NMUTAHb
HABYAHHSA 110
JUCIUTLTIHI
Bi10yBalOThCS

Koncynpramiss mpoBOIUTBCS 3a PO3KIAJOM  KOHCYJNbTAIlli BHKJIagaya.
MoIIMBI AMCTaHIIIHI KOHCYJIBTAIII] 32 MMOTIEPEIHBOIO IOMOBIICHICTIO.

Cropinka Kypcy

Indopmanis npo

Jucnumiina "OuiHka pu3ukiB B Ki0epOesneni" € HOpMAaTUBHOIO TUCIUILIIHOKO

AUCHHUILTIHY 13 cnemianbHOCTi 125 KibOepOesneka Ta 3axucT iHopmauii Ui OCBITHBOI
nporpamu nepmioro (OakanmaBpcbkoro) piBHs BHIOi ocBiTH "KibepOesneka',
sKa BUKJIANaeTbcsd y 6 cemectpi B o0cs3i 4 kpenutu (3a €BpomneicbKoro
Kpeautno-Tpauncdepnoro Cucremoro ECTS)

Koporka OcHOBHI KOHLENUIi Ta TpUHIUNU 1HPopMaliiiHOi Oe3neku. [IoHATTS pu3HKy.

aHoTAaIliA AHani3 puU3MKiB: aKTHBH, BPA3JMBOCTI, 3arpO3H, 3aXUCT. SIKicHa Ta KiIbKiCHa

AUCHMITiHH omiHka pu3uKy. CTOXaCTHYHE MOJETIOBAaHHS PHU3UKY, METOIH PpO3PaXxyHKY

MOKa3HMKIB pu3nKy. EKOHOMIYHA OLlIHKA pU3HKY Ta €()EeKTUBHOCTI IHBECTHULIIH Y
cucteMu 3axucty iH(opmanii. HenepepBHicTh Oi3Hecy Ta i1H(popMaliiiHa
6e3neka. [lnanyBanHs aBapiifHOrO BiTHOBJIEHHS 1HPOPMALIHHUX CHCTEM.

MeTta Ta miji
JMUCIHHUILIIHHA

Mertor BUKIAaHHS JUCHUIUTIHA € HABYMTH CTYACHTIB METOMIB aHANi3y Ta
OLIIHIOBAaHHS  PH3HUKIB, MeTONliB  3a0e3MeueHHs  HEeNmepepBHOCTI
(GyHKIIOHYBaHHS Ta aBapiiHOTO BIJHOBJICHHS 1H(POPMALIMHUX CHCTEM, a
TaKoXX c()OPMYyBaTH y CTYICHTIB YMiHHSA CTPYKTYpPHO-JIOTI4HOTO ONHUCY CHCTEM
3aXHCTY Ta CTOXAaCTHYHOT'O MOJICTIOBAHHS MOXJIMBUX BTPAT, KUTBKICHOI OITIHKH
PH3UKIB Ta EKOHOMIYHOT €()EKTUBHOCTI CUCTEM 3aXHUCTY.
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Jlirepatypa nis
BHBYEHHS
MUCIUILIIHYA

OcHoBHa JliTepaTypa

1.

JCTY ISO/IEC 27005:2023. Indopmariiiina 0e3mneka, kibepOesmneka Ta
3axucT  KoHOimeHmiiHOcTi. HactaHoBa  KepyBaHHS  pU3HKAMH
iH(opMaIliiHOi Oe3eKH.

JACTY EN IEC 31010:2022. KepyBaHHS pH3UKaMH — METOJIM OIL[IHKH
PH3HKIB.

[Toti#i O.B. Amnaniz METOJIB OIIHKM 1 YNPaBIiHHSI pU3UKaMHU KiOep- i
iapopmaniiinoi 6esmeku / O. B. Tlori#, 0. L. Topbenko, O. A. 3amymna,
K. B. IcipoBa // BceykpaiHChkuii MIDKBIIOMYHH HAayKOBO-TEXHIYHHUI
30ipauk "Panmiorexnika". Bum. 206. Xapkis : XHYPE, 2021. C. 1-25.

Hubbard D. W., Seiersen R. How to Measure Anything in Cybersecurity
Risk. Wiley, 2023. 345 p.

Honarkosa jiteparypa

5.

10.

11.

12.

13.

14.

15.
16.

Kopuenko O. I'., Kazmipuyk C.B., Axmero b.b. Ilpuxmanui cuctemu
omintoBanHs pu3ukiB. Kuis: LIT "Komopunat", 2017. 435 c.

3a6omnoupkuii M. B. OcHOBH (iHaAHCOBOT MaTeMaTHKH: HAaBY. MOCIOHUK /
M. B. 3a6onoupkuii, 1. A. [Ipokonumun. JIeBiB: JIHY im. IBana
®panka, 2016. 144 c.

. IMapxyms JI., Xoma T., XmMu3 O. OpranizaniiiHo-TeXHi9He 3a0e3MeueHHS

MpoLecy BiTHOBIEHHS 1H(POPMAIiTHO-KOMYHIKAI[IHHUX CHUCTEM IIiCIA
aBapii // IlpaBoBe, HOpMATHBHE Ta METPOJIOTIYHE 3abe3TMeUeHHs
cucTeMu 3axucty iHnpopmariii B Ykpaini. — 2012, Bun. 1(23). — C. 76-83.

[TonoxeHHs TIPO IIaHW BITHOBJICHHS AISUIBHOCTI OaHKIB YKpaiHU Ta
OankiBcbkux rpyn. IlocranoBa IlpaBminHs HamionaneHoro ©0aHKy
VYkpainu 18.07.2019 Ne 95.

Pomaka B. A. MenemxmeHT y cdepi 3axucty iHboOpMarlii: miapydIHuK /
B. A. Pomaka, P. O. Kopx, FO. P. I'apacum. JIsBiB: 3YKIL], 2013. 462 c.

A multicriterial analysis of the efficiency of conservative information
security systems / Dudykevych V., Prokopyshyn I., Chekurin V.,
Opirskyy 1., Lakh Yu., Kret T., lvanchenko Ye., Ivanchenko I. //
Eastern-European Journal of Enterprise Technologies. — 2019. — Vol. 3,
Issue 9 (99). — P. 6-13.

ISO 22301:2019 Societal security — Business continuity management
systems — Requirements.

ISO 22316:2017 Security and resilience — Organizational resilience —
Principles and attributes.

NIST Special Publication 800-84. Guide to Test, Training, and Exercise
Programs for IT Plans and Capabilities. — NIST, 2006. -
https://csrc.nist.gov/publications/detail/sp/800-84/final

Indopmaniiini pecypcu

JepxaBHa ciyx0a cHemiagbHOrO 3B’A3KYy Ta 3axUCTy iHQopmarii
VYkpainu. http://www.dstszi.gov.ua

VYkpaincbkuii IEHT iH(popMariitHoi 6e3neku. http://www.bezpeka.com
[nctutyT cnenianpHOro 3B’sA3KYy Ta 3axucty iHpopmanii HTYY "KIII".
http://iszzi.kpi.ua



https://nure.ua/wp-content/uploads/2021/Scientific_editions/radio_engineering_206/3.pdf
https://nure.ua/wp-content/uploads/2021/Scientific_editions/radio_engineering_206/3.pdf
https://www.iso.org/obp/ui#iso:std:iso:22301:en
https://csrc.nist.gov/publications/detail/sp/800-84/final
http://www.dstszi.gov.ua/
http://www.bezpeka.com/
http://iszzi.kpi.ua/

17. Information System Audit and Control Association (ISACA).
http://www.isaca.org , http://www.isaca.org.ua

18. The European Union Agency for Cybersecurity, ENISA.
WWW.enisa.europa.eu

19. International Information System Security Certification Consortium
(ISC)?. https://www.isc2.0rg

Ob6csr kypey Beboro 120 rogun. 3 Hux 32 roauHu Jekuiid, 32 roauH J1abopaTOPHUX 3aHATH
Ta 56 roJMH caMOCTiiHOT poOOTH.

OuikyBani B pe3ynbTaTi BUBYEHHS TUCHUILTIHU (paxiBellb HOBUHEH 3HATH:

pe3yJbTaTu - OCHOBHI TOJIO)KEHHS Ta TPUHIMNK iHPOpMaLidHOI  Oe3meKH,

HaBYaHHA 3aKOHO/IaB4l Ta HOPMATHBHI aKTH, SIKI PErJaMEeHTYIOTh OL[IHIOBAHHS

pHU3HKIB iHPOpMaIiitHOT Oe31eKH;

- eTamM 3arajbHOTO IMPOIECY OILIHIOBAaHHSA PU3UKIB 1HpOpMamiiHOl
Oe3meKu;

- OCHOBHM CTOXAaCTHYHOT'O MOJICIIOBAHHS PU3UKY, CKOHOMIYHI NOKa3HUKH
PH3HKY Ta METOJIH iX PO3PAXYHKY;

- OCHOBHI MNpUHIMIIB 3a0e3leueHHs HENepepBHOCTI Oi3HECYy Ha
OCHOBI1 PU3UK-OPIEHTOBAHOTO MIAXOAY

[TinroroBnenuii haxiBerb TOBUHEH BMITH:
- igeHTU(IKYBaTH pPU3HKH, BUMIPIOBAaTH BEIMYMHY pHU3UKIB Ta
BCTAHOBJIFOBATH 1X 3HAYYIIIICTh, OI[IHFOBATH 3aJMITKOBHIA PH3HK;
- OIIHIOBATH €KOHOMIYHUI PU3UK Ta €(DEKTUBHICTH IHBECTHIIIH Y CUCTEMHU
3axucTy iH(popMallii 3acodamMu eJICKTPOHHUX TaOJIUIIb;
- BMITH IUJIaHYBaTHU aBapiiiHe BIIHOBJICHHS 1HPOPMALIITHUX CHCTEM.

Kypc 3a0e3nmeuye HaOyTTa TaKuX (paXOBUX KOMIIETEHTHOCTECH:

IK, K32, K33, K34,K35, KO 1, KO 7, KD 9;

Ta NPOrPAMHHUX Pe3y/IbTATIB HABYAHHA:

IIPH 1 — ITPH 8, ITPH 16, ITPH 28, ITPH 29, IIPH 33, ITIPH 34, IIPH 44,
ITPH 45, ITPH 46 .

Kuarouosi ciioBa

Indopmariitna Oe3neka, CUCTEMM YHpaBliHHA 1H(OpMaLiiiHOIO Oe3MneKoro,
PU3UK, SIKICHE OIL[IHIOBAHHS PU3MKY, KUIbKICHE BUMIPIOBAHHS PHU3HKY, MIpH
pU3UKY, HepiBHICTh KaHTemi, KOHCEepBAaTUBHI CUCTEMH 3aXUCTY, €(PEKTHUBHICTh
1HBECTUII1H, YMOBHO 30€pe’KeH1 KOIITH, TUIaHyBaHHS B1JHOBJIECHHS.

dopmar Kypcy Ounuii.
[TpoBenenHs nexuii, 1a00paTOPHUX 3aHITh 1 KOHCYIbTALIH.
Temu 1. OuinoBanus pu3ukiB indopmaniiinoi 6e3mexu [1-5, 9, 10]

[TonsttTst pu3uky. IMOBipHICHUI Ta EKOHOMIYHUHN aCEKTH PU3HKY.

Pusuku indopmaniitnoi 6e3nekn. MixkHapOoHI CTaHIAPTH OL[IHIOBaHHS PU3UKIB
Ib. 3araneHmii mporec ympabimiHHS pu3ukamu Ib. OCHOBHI eTamu OIHKHU
PU3UKIB: 1IeHTU(IKALiS, BAMIPIOBAHHSI, OLIIHIOBAHHS.

Inentudikamis pusukiB 1HMopMamiiHOT Oe3neku: iAeHTUdiKalis aKTUBIB,
3arpo3, iCHyrouux 3aco0iB 3aXUCTY, BPa3JIMBOCTEH, HACIIJIKIB.

BumiproBanHs  pusukiB  iHQopmariiiHoi  Oe3meku: OLIHKa  HacIiJKiB,
BUMIPIOBaHHS HMOBIPHOCTEW, BU3HAUYEHHS BEIMUUHU PU3HUKY.
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BceranoBnenHs 3HauymocTi pu3ukiB. Meronu oOpoOku pusukiB. [IpuitHATTS
PHU3HKIB, 3AJIUIIKOBUI PU3HK.

2. ExoHomiuHmMii pu3uk 1J1st cucteM 3axucty [6, 9, 10]

[Toxa3uuku ¢iHaHCOBOI €PEeKTUBHOCTI iHBeCTHUIIH. EKOHOMIUHA €EeKTHBHICTh
CHCTEM 3aXHCTYy.

CroxacTuyHe MOJETIOBAHHS €KOHOMIUHOTO pU3HKy. KorepeHTHi Mipu pU3HKY.
[Toxa3Huk pu3uKy Ha ocHOBI HepiBHOCTI Kanrtemni. Mipa pusuky Value at Risk
Ta 1i pO3paxyHOK.

CTpyKTYpPHO-JIOTIYHUN ONMKHC KOHCEPBATHMBHUX CHUCTEM 3aXHUCTy: 00 €KTH
3aXUCTY, KaHaJW JUIS aTak, 3aco0M 3axucTy. JuckperHa WMOBIpHICHA MOJENb
BTpat. OLiHKa EKOHOMIYHOTO PU3HUKY Ta €()eKTUBHOCTI CHCTEM 3aXHUCTY.
IurepBanbHa apudmeTnka. [HTepBaibHa OLIIHKA PU3HMKY AJII KOHCEPBATUBHUX
CUCTEM 3axXHUCTy. [HTepBaJIbHHMI aHa3 HAWTIPOCTINIMX MOJeNield BU3HAYCHHS
BEJIMYMHU PU3UKY

3. [lnanyBanus BinHoBIeHHs iHopMmaniiinux cuctem [7,8,11-13]
HenepepHicTio 6i3Hecy Ta iHGopmariiiina O6e3neka. [lnanyBaHHs BiTHOBICHHS
micis aBapiit. CraHgapTH Ta Kpalli NMPaKTHKU 3 YIPaBIiHHSA HENEPEPBHICTIO
Oi3Hecy Ta BigHOBIeHHS. [lmanyBaHHS aBapiiHOrO pe3epBYBaHHS Ta
BITHOBJICHHs JaHWX. IlTaHyBaHHS aBapiiiHOrO BIJHOBJICHHS MEPEKEBHUX
cepgiciB. CrieHapii aBapiiiHOT0 BITHOBJICHHS JIJIsl XMAapPHUX CEPBICIB.

MMincymkoBuii 3anik

KOHTPOJIb,

¢dopma

IpepexBizuTn Jlj1s BUBYEHHS KypCY CTYACHTHU NOTPeOyOTh 0a30BUX 3HAHb 3:

- OCHOBM MaTeMaTHYHOTO aHAJIi3y Ta 3aCTOCYBaHHS;
- 3acTtocyBaHHS Teopii IMOBIpHOCTI y KibepOe3mner;
- IIporpamyBanHhs;

- IlpukiagHa cTaTUCTHKA;

- OcHoBH KibepOe3nexH;

- MenemxMeHT iHpOpMalliiiHOT Oe3mnexy;

HaBuajabHi Me-
TOAM Ta TeXHIKH,
AIKi OyayTh BH-

[TpezenTanii, nexuii, mgabopaTopHi poOOTH, IHAMBIAyaJdbHI 3aBAAaHHS,
IHUBIAYyalbH1 TOMOB1/II, caMOCTiiiHA poOoTa.
Jlexuiiini Ta nabopaTopHi: 1H(pOopMaLiHHO-PEIIENITUBHUMA METO/,

KOPHCTOBYBA- PENPOAYKTUBHHIA METOJ], EBPUCTHYHUN METOJI, METOJI MPOOJIEMHOTO BUKIIATY.
THCSH T Yac CamocrtiitHa poOoTa: penpoAYKTUBHUNA METO/I, TOCHITHUIILKUI METO/I.
BUKJIATAHHA

Kypcy

HeoOxinne Komm’roTep 13 mporpamMHuM 3a0€3MEeUeHHSIM, HEOOXITHUM JJIi BUKOHAHHS
00J1aJHAHHSA nabopaTtopHUX pobIT (eNeKTPOHHI TabNuIl), TOCTyN 10 Mepexi Internet.
Metoau [ToTouHe onUTYBaHHS Ha JIEKIIMHUX Ta Ja00OPAaTOPHUX 3aHATTSIX, 3aXHUCT
OI[iHIOBAHHS nabopaTopHUX podiT, 31a4a TECTY. 3aJiK — 3a pe3yabTaTaMyd MOTOYHOTO

KOHTPOJTIO MPOTSITOM CEMECTPY 1 YCHE ONUTYBaHHS.

Kpwurepii oui-
HIOBaHHA (OK-
peMo Il KOXK-
HOT'O0 BHU/Y HAB-
JAJILHOI JifIb-
HOCTI)

OninroBaHHs npoBouThes 3a 100-6ampHOIO 1mIKaIo0. bamu HapaxoByrOThCA 3a
HACTYITHUM CIT1BB1JHOIIICHHSIM:

» nmabopatopHi pobotu: 50% cemecTpoBOi OIIHKH, MaKCHMalbHa KiTbKIiCTh
6amnis — 50;

* KOHTpONbHU TecT: o 20% ceMecTpoBO1 OIIHKH; KUTbKICTh OaniB — 20;

* 3aimikoBui TecT: 20% ceMecTpoBOi OIIHKHM, MaKCUMabHa KIJIBKICTh OalliB —
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20;
* TOJTATKOBI Oany 3a akKTUBHY y4acTbh y JIEKIiAX 1 JaboparopHux podotax 10%
CEMECTPOBOI OI[IHKK; MaKCHUMalbHa KiJTbKicTh OaiiB — 10.
[TincymkoBa MakcumaibHa KiibKicTh OamiB — 100.
AxkajemiuHa go0pouecHicTb: Po0oTHM CTyAeHTIB mMOBHHHI Oyt  iX
OPUTIHAJILHUMH JTOCJIIDKEHHSIMH YU MipKyBaHHSAMH. BiZCyTHICTh mOCHIIaHb Ha
BUKOpPHUCTaHI JpKepena, (paOpuKyBaHHsS JDKEpell, CIHCYBaHHS, BTpyYaHHS B
poOOTy IHIIMX CTYACHTIB KBaTi(QIKyIOTbCA K TPOSBU  aKaJIeMiYHOi
HET00POYECHOCTI.
BinBinyBaHHsI 3aHATH € BAOKIMBOIO CKJIQJIOBOI0 HAaBYAHHSA. YCI CTYJIEHTH
3000B’s13aH1 BiABiAYyBaTH yci JEKIii, MpakTHYHI Ta JaOOpaTOpHI 3alHATTS
Kypcy, JOTPpUMYBaTHCS TEpPMiHIB BHUKOHAaHHS YCIX BHIIB poOIT Ta
IHIUBIyaTbHUX 3aB/IaHb.
Jliteparypa. Ycs nitepatypa, Ky CTYACHTH HE 3MOXKYTh 3HAUTH CaMOCTIIHO,
Oyzae HaJgaHa BHKJIAJauyeM BUKIIOYHO B OCBITHIX HUIIX Oe3 mpaBa ii mepenadi
TperiM ocobaMm. CTyAEHTH TaKOXX 3a0XOUYIOTHCS JI0 BUKOPUCTAHHS 1HIIUX
JITepaTypHUX JDKEpE, AKX HEMae cepe]l PeKOMEHJOBAHUX.
IMoaiTuka BucTaBeHHA 0aniB. BpaxoBytoTscs 6anu HaOpaHi MPU TOTOYHOMY
ONWTYBaHHI, BHUKOHAHHI CAMOCTIHHUX poOOIT, Oamm NPOMDKKOBUX Ta
MiJICYMKOBUX TecTyBaHHS. OOOB’SI3KOBO BPaxOBYIOTbCS aKTHUBHICTh CTYJICHTIB
miJi Yac 3aHATh, CBOEYACHICTh BHUKOHAHHS TIOCTaBJICHWX 3aBllaHb, HE
JIOTTYCKA€ThCS CIIMCYBAHHS Ta ILJIariar.

XKomni popmu mopyIieHHs akaJAeMIqHOT T0OPOYECHOCTI HE TOJNEPYIOTHCS.

Tlutauus no

3amik — 3a pe3yapTaTaMH IOTOYHOTO KOHTPOJIIO IIPOTSTOM CEMECTpy 1

3aliKy 3anikoBuid TecT. [IuTaHHS BIAMOBIIAIOTH TEMaM KypCy.
OnuryBaHHA AHKeTY-OLlIHKY 3 METOI0 OI[IHIOBaHHS SIKOCTI Kypcy Oyae HalaHO IO 3aBep-
IICHHIO KYpCY.
Cxema kypcey "Ouinka pusukiB B Kidepoe3neni '
. Camocr.
Jlekuil IIpakTu4Hi 3aHATTHA
podora
= = = =
Z = =
= s s s
= Tema 3aHATTS = Tema 3ausaTTs = =
D D D
= = =
1 Tousrrs pusuky. Vimosipricmii Ta | 2 | dinancoBi peHTH Ta ix 2 4
€KOHOMIUHUHN acleKTH PU3HKY. 3actocyBaHHs. [Ioka3HUKM
Pusuku inpopmariiinoi 6e3nexu. ¢binaHCcoBOI e(heKTUBHOCTI
MixHapoH1 cTaHAApTH iHBecTulli. ExoHOMIYHA
omiHrOBaHHs pu3uKiB Ib. e(EeKTUBHICTb CUCTEM
3axHCTY.




3aranpHU  TPOIEC  yMpaBIiHHS
pusukamu Ib.  OcHOBHI eranu
OLIIHKM PH3MKIB: iJeHTU(IKaIis,
BUMIPIOBaHHS, OI[IHIOBAHHS.

diHaHCOBI PO3paXyHKH
3aco0aMu eJIeKTPOHHHUX
tabmuip. [losicaenns JIP
Nel "Oninka e()eKTUBHOCTI
IHBECTULIIHHUX TPOEKTIB".

3 Inentudikamis PHU3HKIB Koncynprarii 3 JIP Nel.
iH(popMaIiiHOT Oe3IeKu: 3maua JIP Nel.
imeHTu(dikalis akKkTHUBIB, 3arpos,

ICHYIOUHX 3aco0iB 3aXUCTY,
Bpa3JIMBOCTEH, HACITIIKIB.

4 BumiproBanust PHU3HKIB Koncynprarii 3 JIP Nel.
iHdopMmariifHOT Oe3reKku: OIliHKa 3maua JIP Nel.
HACII/IKIB, BUMIipIOBaHHSA
HMOBIpHOCTEH, BU3HAUYCHHS
BCJIMYMHU PU3HKY.

5 BcraHnoBieHHS 3HAUYMIOCTI SIxicHi Ta KUIBKICHI MOJei
pu3HKiB. MeToau 0OpOOKH PU3HKIB. BU3HAYCHHS BEJTUUMHHU
[TpuiHATTS PU3HKIB, 3AJTUIIKOBUI pU3UKY
PU3UK.

6 Croxactuune MOJEJIFOBaHHS HatinpocTimni iMoBipHICHI
e€KOHOMIYHOTO pHu3uKy. KorepeHnTtHi 3aja4i Mpo ypakKeHHs
Mipu pusuky. [lokasHHK pU3UKy Ha 00’€KTa 3aXHCTY.
ocHOBI HepiBHOCTI KanTemi.

7 | Mipa pusuky Value at Risk Ta ii Tecr 1.

PO3paxyHOK

8 CTpyKTYpHO-JIOTIYHUN OTMHC Po3paxyHOK moka3HHKIB
KOHCEPBATUBHUX CHCTEM 3aXUCTY: PHU3HUKY.
00’€KTH 3aXHCTY, KaHAHU IS aTaKk,
3ac00M 3aXHUCTY.

9 JuckperHa WMOBIpHICHA MOJIEh [Mosicaennst JIP Ne2
BTpar. Ormigka €KOHOMIYHOTO "OwiHKa EKOHOMIYHOT
pU3UKY Ta €(EeKTUBHOCTI CHCTEM €(EKTUBHOCTI Ta PU3UKY
3aXUCTY. JUTSI KOHCEPBATUBHUX

CUCTEM 3axXUCTy"

10 | ImTepBanbHa apudmernka. Koncynprarii 3 JIP No2
[aTepBanbHa OIIHKA PU3UKY IS
KOHCEPBATUBHHUX CHCTEM 3aXUCTY.

11 | IHTepBanBbHMIA aHATI3 3maua JIP Ne2

HAWUTIPOCTIIINX MOJeNen
BU3HAYCHHS BEJIMYMHU PUUKY




12 | HenepepBHicTiO 0i3Hecy Ta | 2 | AHami3 CTaHJapTIiB | 2 3
iHopMmariitHa 6e3mneka I1ISO 22301, I1SO 22316
[TnanyBaHHS BiTHOBJICHHS TTiCIIS
aBapii.
13 | CranmapTty Ta Kpaiili IPaKTUKHU 3 2 | HacranoBa "NIST Special | 2 3
yIIpaBJIiHHS HEIIEPEPBHICTIO Publication 800-84. Guide
0i3HecCy Ta BIJHOBIICHHS to Test, Training, and
Exercise Programs for IT
Plans and Capabilities”
14 | IInanyBaHHS aBapiiHOTO 2 | Pexomenparii  "RedLegg | 2 3
pe3epBYBaHHS Ta BiTHOBICHHS Tabletop Exercise. The
JaHHUX Complete Guide To
Validating Your Incident
Response Plan Source™
15 | IInanyBaHHs aBapiiinoro | 2 | [lomoxxenns HBY mpo| 2 3
BiJTHOBJICHHSI MEPEIKEBUX CEPBICIB. HETepepBHICTh Oi3HECYy Ta
BITHOBJICHHS.
16 | Cuenapii aBapiifHOTO BiJTHOBJICHHS 2 | Bamik 2 2
JUTS XMapHHUX CEPBICIB.
Bcebvozo 32 32 56



https://www.iso.org/obp/ui#iso:std:iso:22301:en
https://www.iso.org/obp/ui#iso:std:iso:22301:en

