MEMOPATJIYM

PO Opranizauiio vacmMony chepi kibepdeanekn ta kibeplaxmery

M. JlbBiB « 3» 1 2023 poky

Aepxasna cayxba cneuwiannnoro ss'siky ta saxucry indopmanii Ypainu (nani
- Jlepxkcnenss'ssky), B 0cobi sactynuuka I'onosn Iotis Onexcannpa Bonoaumuponuua,
AKNI aie va niacTasl 3akony Yipainn «Ilpo Jlepxkasny cnyuby creuiagnHoro 3 siky 1a
3axucty indopmanii Yipainm» ta llosoxenis npo Auminictpauito [epaannoi cuyxbu
CNCLIANbHOrO 3B'A3KY Ta 3axucry inopmauii Ykpainu, 3aTBCP/KCHOIO MOCTAHOBOIO
KaGinety Minictpis Ykpainu 8ia 03.09.2014 Ne 411, 3 oaniei croponu, Ta

JIbBiBCbKHIT  nauioHanbuuii  ynisepenrer imeni Ipana @panka (nani -
Vuisepcurer), B 0cobi Pextopa Menbunka Bonoaumupa llerposuua, skuit nic na migcrasi
CratyTy 3 Apyroi cropons, (nani - Ctoponn),

YCBIIOMJIIOFOYH, 110 BCTAHOBJICHHS e(DEKTHBHOTO CMNIBPOOITHULTBA YCpe3 MeXaHisM
NOCTIHMX KOHTaKTIB Ta 0oOMiHy indopmauicio simnmosigae intepecam o6ox Cropiu, Ta
BH3HAKOYM BaXKJIMBICTh peanisauii ymMoB | 3abesneucHHs 6esneunoro (yHKUIOHYBaHHS
KIOepnpocTOpy, HOr0 BHKOPHCTAHHS B IHTEpecax o0cobH, Cychniibetsa 1 JepKasy;
BAXKJIMBICTh PO3POOKH Ta BINPOBAKEHHS TIPOTPAMHOTO Ta alapatHoro sabesnedens,
3aco6iB 3axucty mpopmauii ra 3abesncychus KiGep3axucTy, AKI MABHILYIOTE PiBEHb
3aXMCTY IHQOPMALIHHUX CHCTEM Ta AepkaBHMX iHGOpMaUIfHUX pecypeis, yiiauu LeH
Memopaunym npo cmiBpoGITHHUTBO (Aani - MeMopaHayM), KEpylOHUCL MOJOKCHHIMH
3akony Ykpainu «Ilpo ocHoOBHi 3acaau 3abGesnedenns kibepGesnexkn Yxpainun y chepi
3abe3nevyenHs kibepOe3nexy Ta kibep3axucry.

1. 3araabHi nonosKeHHs

.. Merolo yknagewHs wuporo MeMopaHZyMy ¢ CUIBHIpalp. B3ACMOISs I
crispo6iTHHITBO CTOpPiH y cdepi kibepbesnekn Ta kKibeplaxucTy CripsaMoBaHa Ha:

- KOHCONIOAUil0 HAayKOBOro TMoOTeHUiany Ta HabyTTss komneteHuiii y cdepi
KibepOesneku;

- PO3BUTKY KaApoBOro noreHuiany aas JepxaBHoi cny:k0u creuiasibHoro s’ 3Ky
Ta 3axucty iHdpopmarui VYkpainn, GopMmyBaHHs YKpaiHCBKMX KOMaHJl pearypanfs na
KOMTI'IOTEPHI HaA3BUYANHI MOMIT TA KOMAaHJ pEaryBaHHsA Ha KOMII'IOTEPHI Ha/ZBMYaiHI
nonii 3aknaafgiB BMILOI OCBITH, iX konabopauii 3 ypsaoBOK KOMAHA0K pearyBalHd Ha
KoMIT roTepHi Haa3Buyaini noaii Ykpainu CERT-UA;

- Oprasi3auiioo Ta npoBeAeHHs KibepHaBYaHb A7 YKPATHCBKMX KOMAHIl pearyBaHHs
Ha KOMII'IOTEpHI HaA3BHYaiHI MOAll Ta KOMaHA pearyBaHHs Ha KOMII' FOTEPHI HAA3BUYANHI
1oaii 3aK1aalB BUIIOT OCBITH;

- y4YacTi KOMaHJ pearyBaHHsi Ha KOMII'IOTEPH] Ha/3BMYAIHI 10/11i 3aK1a/liB BUIIOT
ocBiTH y PopyMmi KOMaH pearyBaHHs Ha iHunaeHTH 6esnexu FIRST:

- NOCHAEHHS CHOPOMOKHOCTI y cdepi kibepzaxucTy AepkaBHMX IHCTUTYLIA Ta
06 exTiB Kibep3axucTy;

- yyacTi y 3axo/ax cy0’ exTiB 3a0e3rneyenns kibep3axucty 3 npotvaii kibepsarposam
Ta kibeparakawm;

- opradizauii Ta  NPOBEACHHS  JOCHIKCHb  WKIAINBOLO  NIPOrPAMHOrO
3a0e3neyenHs, ke 3aCTOCOBYEThCA 3/IOBMHCHMKAMM I11iJ 4ac 3JIHCHeHHA kibepaTak Ha
inpopmawiiiny iHdpacTpykrypy Ykpaiuu, PO3IBMTKY MATEpiaJbHO-TEXHIYHOI 0a3u Ta



HaBMAA RO - WAy ORI aabopaTopii,
marotonkn Gloncremn kKibepOenexn. pexomenami HoAO PO THIT CYHACHHM

wsiaam wibeparax ta bepIarpos, nupasu bepriricnn 1 noneainkn y Kibeprpoctopi
Yupainn,

POIBUIKY LHPPOROT IPAMOTHOC T HACCTICHHS KPaTHI;

YUACTI Y POIRHTKY METOAONOIIMHOTO norenwany Tpeninrosoro kiGepueHipy

Jepmeneusn ' sy
VHALTI Y POIBHIKY  METOA0I01MHoro  noteninany  Knanidikainfnoro nexipy
imdpopmarninimx sexuononii ta xiGep6esnexn JlepxH/LI rexnonorii kibepbesnekm (nani -

Ksamidaxmuifnmii uewip),
yuacT y coiabinx poGonux rpynax 3 pospobiu ipodeciinmnx crangaptin y chepi

Gesnern indpopmaitn 1a xKibepbesnexn,
criania poIpohika 1a BOPORANACHNA CYHACHUX 0CBITHLO -Tpodeciiinmx mporpam y
wAnORLOCT A0 npodiectiinnx cranaapinn y cepi Gesznexn indopmauii 1a kibepbesneks;
Ccolanne  LOACHEHI Npoleyp NPUCBOCHHS Ta MIATBEPIKEHHA npodeciitnux

KA PIkaiii, OIMIOBANNA KOMIICIEHTHOC T, 3HANHbL, BMIHb TA HABMYOK Y BIANOBIAHOCTI
Ao npodecifinmx kpamdikanii B pamkax Qyskuiit Ksanidikauiiinoro uentpy (pobota

CHALMMUX IPYT OHIHIOBAYIB),
< cnnia pospobka ta BIpoBa/KeHHA 6a3K TECTOBUX 3aBJaHb Ta aBTOMATH30BAHNX

CHCTEM  TECTYBANHA Y BIANOBIANOCTI 10 NpoECiiiHMX CTaHAApTIB Ta OCBITHLO-
npodeciinnmx npoipam y cdepi 6esnexu indopmaiii Ta kibepOesneku.

1.2 Baacmoms Cropin IPYHTYCTLCS Ha NPHHIANAX 3aKOHHOCTI,
xouuacmniinocr 1a pobposinbiocti. Ileil Memopanaym He perynioe nHTaHAS OOMiHY
imgopMaIneo 3 06MEKEHUM JIOCTYNOM, BHMOTA 11100 3aXHCTY AKOi BCTAHOBICHA YHHHHM

FAKOHOAABCTHOM,
| 3. Jln9 AOCATHCHHS NOCTABICHOT METH Ta 3aBAaHb MemopaHIyMmy, 31 CTODOHH

Jepacneuss ‘sixy nepeabavaemes:

1.3.1, Cupusanns y 1nipoueci MiI0TOBKM CTYJEHTIB  YHIBEpCHTETY B Opradizaiii
TPEHINI K, IMATANL, XAKATOHIB T4 IHIIMX OCBITHIX 38XO0/IB, B TOMY YHCAI 3 MOKIHMBICTIO iX
oprawisauii  wa  Gan Tpeninrosoro uewtpy JlepkaBHOro ueHTpy  KiGep3axucTy
Jepxenensn'asky,

1,32, O6Min indopmaiti€lo 11po kibepaTaku, IHUMACHTH Ta M03pUTI NIOIT 332 YMOBH
CTBOPEHIA AKAACMIMIOT KOMANIN pearyBalis Ha KoMn'10TepHi Haa3suyait noaii (CSIRT)
B Ymsepenren;

) 3.3, KoHcy bTATHBHO-MCTOAMYHA J0TIOMOTA ILO/0 CEPBICiB KIOEP3aXHCTY;

1.3.4. llposeacnns Qaxisusmu Jlepxcrenss’s3sky TCOPETHYHMX Ta MPAKTHYHHX
sansTh, Ackuif, Tpeninrip abo 3AifcHEHHA 1HWHX AKaJEMIYHHX (opM 3aHATE Ha 0asi
xadeapn kibepOesuexn Dakyabrery 1pUKIaaHoi MaTeMaTHky Ta iHpopmatik JIHY imeHl
Isana @panka;

I 3.4, MoAaMBICTE OpPIaHisalil 1a 1IPOBCICHHS KIOCpHABYaHb [Js YKPATHChKHX
KOM@MA Pearysanns Ha KOMI'IOTEPHI HAA3BHYAHHI NOAIT Ta KOMAHJ pearyBaHHA Ha
xomii'iorepni nagssuuaini noxti (CSIRT) B Yuisepeureti (y pasi cTBOpeHHs Takoi
KOMEM/IN), & TAKOAK 1IPAKTHYHI 3AHATTA Ta cTaxyBaknsa y TpeninrosoMy kibepueHTpi Ta/ado
B Ypuaowsifi KoManai KOMAHAOIO PEearyBaHHs Ha KOMN'I0TepHI HaA3BHYaliHI noail Ykpaiuu
CERT-UA;

135 Ywacr, opesctasiukiB  Jlepakeneuss’siky B opramizauii - HayKOBHX
(konepenil, cemimapy, kpyrai ¢10sm, GOPYMH TOUI0) 12 CYCHILILHO -BAKIHBAX 3aX04aX
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2. ®opmar B3acmonii Cropin

2.1.  Cropouu B3AEMOIIIOTE ¥ (popmi:

2 T '
2.1.1. nposeacuns HApa T2 BIACMHNX KOHCY b TaNifi:
5

. 1.2, obminy CTATHCTHYHOIO,  JIOBIIKOBOIO, TeXHiYHOIO T4 TeXHOJOTIUHOO
iHopmauiero, Touo.

o = ;

2.2, [leii Mewmopanaym 1e HEPCHUIKO/LKAC NOWYKY TAa POIBUTKY innumx dopm
B3aemoaii Cropin.

3. Opranisauin B3aemoaii Cropin
3.1. Cropoum iHiuio0Te nposecins Hapaa "uepes YNOBHOBAKCHUX KOHTAKTHMX
0ci0, AKI B poGOUOMY HOPSAIKY Y3I0ILKYIOTH MicLe, JATY Ta 4ac 1POBELUCHHS HAPaH,
3.2, llpeactasuuxn CTopin 3aiiicnio0Ts Baenmi KOHCYNLTAIT 3 BUKOPHCTAHAM
ocodbucTux (cmyx6oBux) aboHEHTCLKMX HOMEpIB MOOLJIBHOTO CTUIBIMKOBOTO 3BA3KYy Ta

CJICKTPOHHOT ITOLITH.
3.3. O6wmin indopmaniecio Mix Croponamu 3HCHIOETLCS LUISXOM Nanpasiens

ancTis Ha nomToBi aapecu Cropin, indopmysanns 3a caykO0BHMH abOHCHTCLKHMH
nomMepamu Teseonnoi MEpei 3arajiblioro KOpHCTyBalis, BiApaBieis eucmpouumi
HOLWTOBHX NOBIAOMICHL HA aApecH esekTporHoi nowtn CTopin Ta/abo aapecy cayx0oBoi

e . ) \ei6:
€JIEKTPOHHOI ITOUITH YIOBHOBAKEHHX KOHTAKTHHX ( cid



3i ctroponu Jlepacness aiKy:
Ksani¢ikauiiinuﬁ uenTp indopmauiiinux rexnonorii ta kibepbesmexn JlepraBHOTO
HayKOBO-0CIIIIHOTO IHCTHTYTY TEXHOJIOTIHi KiGepOesiekH Ta 3aXHCTy iH(popMalLii:
Vuennii cexperap JlepxH/II texronoriii kibep6esnexu KOain Onexcanap KocTauTnHoBUY
nowrropa anapeca: 03110, Kuis, By1. Conom’sHCbka, 3;
e-mail: qc@cip.gov.ua, 0.K.yudin(@cip.gov.ua,
renconnnii Homep: (044) 281-91-66
Jlenapramenr Kibepsaxncry Aaminicrpauii [lepacnenss’ a3Ky:
JlnpexTop nenapramMenty MsTKOBChKMH Jlamwio BnagucnagoBuy.
nowrrosa anpeca: 03110, Knis, By1. Conom sHcbka, 13;
c-mail: cyber@@dsszzi.gov.ua
tenedornmmii nomep: (044) 281-87-30

31 ctopoHH YHIBEPCUTETY:
dakynpTeT NPUKIAAHOT  MATEMATHKH 14 indopmatiki JIbBIBCHKOTO
yHiBepcuTeTy imMeHi [sana dpanxa:
B.o. nexana @aKy1bTETY NPHKJIA/IHOT MaTEe

Jlusk IBan IBaHOBHY.
nowtosa aapeca: 79001, m. JIpBiB, ByJI. YHIBEPCHTETCHKA, 1

Tene(GOHHHH HOMED ! +38 0679289959
e-mail: 1\ an.dyvak Inu.edu.ua
B.o. 3aBijyBada kapeapH Ki6epOe3neKku

Benrepcbkuii [1eTpo CepriioBu4
TenepoHHnH Homep:+38 0979907034

e-mail: l\L‘ll‘O.\'Cl‘th‘T;\'kVVLH.IHLL\?CIU.UEI,
xnoaorii ta [T-rmarpiMKy
ro yHIBEpCHTETY imeni Iana dpaHka:

HallOHAABHOTO

MATHKH T4 iHGOpMATHKH

1leHTP MEPEKEBHX TC
JIbBIBCHKOTO HALIOHANBHO
Japigysay: [letpumnH Baciib Sipocnasoniy,

tenedonnuii Homep: +38 0978608423

e-mail: vasyl.petryshyn Inu.cdu.ua

4. Kondinenuinnictsb

4.1, Vinapwn ued  MemopanayMm, Croposn, ailoud B HOFO pamkax Ta
KOPHCTYIOHHChH HAJIaHHMHK MpaBamit, Gepyrh Ha cebe 10OpOBUIBHE 30008 A3aHHA 1110/10
HEpPO3roN0WEHHS koH(ixeHUiiiHOT indopMaLi, AKka CTasa BiJJOMOTO B PE3y/IbTATI B3ACMOIT.

4.2. Kondienuiiina imdopmauis BU3HAUACTLCS BisnosigHo o crarm 21 3axkoHy
Vipainu «IIpo indopmaitiion» Ta cratri 7 3akony Ykpainu «[lpo aocryn no nyGJiaHol
indopmaiii»,

4.3. CropoHn, KCPYWUHUCE NPHHIHITAMH BIACMHOT NOBATH T4 J0OPOIIOPSLIHOCTI,
CTARISIUN 3@ MCTY 3MEHIIMTH  PU3HKIL  HABMHCIHOIO (HEHABMHCHOTO)  CHOTBOPCHHA,
GopMaTyBaHHA  Ta  HEULILOBOI'O  BHKOPHCTAHI CTOPOHHIMK  0cOBaMH  OTPHMAHOT
ingopmauii, CBLAOMO YTPHMYIOTECH Bij i1 noimnpenns B Mepeki lnrepuer, 3acodax MacoBoi
inopmali, couianbHnx MepeKax Ta (hopymax.

4.4. Iepenava tpenii ctoponi nabyrtoi Croponoio kondizenuitnoi indopmanii y
pamkax aii uboro Memopanaymy moxe Oy i yificnena sa noroukenns Cropin,

5. AuTHKOpynuiiine sacrepexenns
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5.2. ’_( 0] ITBEPKYIOTH. VIO X HpauiBim o3naiiomieni 3 3akonom Ykpaiin
. . | mny T ' 5 o :

o 3an106ITAINT KOPY LI, 3OKPENA 1010 KPUMIIAALIOT, dAMIHICTPATHBION, HHBIILI0 -

1 il : i
gopoi TA  LNCLMILIIHAPHOT  BLIOBILGUILHICTL 30 HOPYIICHHS  aHTHKOPY ILIAHOTO

le‘c'l
KO HOTABCTRA.

) 6. 3axkmouni noJiomenHs
6.1; I.J,cn_lﬂcmopamym YKIAAa€Thest CTPOKOM Ha | (o) pik i naGupac UHHIOCT] 3
moMmeHTY Hioro mianucanns Cropouamu,
62, Y p:‘m BUICYTHOCTI 3aswn oxuiel i3 Cropid 1po  NpHIITHCHHA ULOTO
]\’ICMOPE‘IHJ}'M_\- Mic/s 3aKiHYCHHA 11070 CTpoKy, ' MeMOpaHIyM BBIKACTLCA HPOAOBACIHM
Ha Takuii caMIli CTPOK | HA TAKMX CAMHX YMOBAX,

6.3. Jis uworo Memopamaym  moke  OyTi  A0CTPOKOBO  HPHINIHCHL 1
HANPABICHIS  BIIOBLIHOTO HOBIIOMIICHHSL

O0J1HOCTOPOHHLOMY  MOPAAKY  LLISINOM
A0 AOTH HpUIHNEIIS Jitll

MosigomiIenHs HanpapaseThes  He  nispime 15 niB
Memopanaymy.

6.4. Iannit Memopanaym He nepeadauac GpiHaHCOBHX 1
oauiei Croponn nepel iHwow. CTOPOHI AOMOBARIOTEES, IO KOKH
BJACHI BHTPaTH CTOCOBHO 3aXO0.IB. nepeadaucHix wim Memopaniy Mo,

- MaiiimoRux s000B’#3aHb
A4 101X CAMOCTIHHO HEce
SIKIL0  THWE He

noroaxeHo CTOpOHAMH.

6.5. BreceHHs 3MiH 40 uboro Memop
Cropin mnsgXoMm yK1aaaits Memopaniyny y nosiii peaaki.

6.6. Cnopn i po3GIKHOCTI, SIKI MOKYTh  BHHIKATH D A0 peasaunil uboro
Mewmopangymy, CTOpoHH BUPILIYIOTH ULTAXOM NeperoBopiB Ta JIOAATKOBHX KOHCY I Taltlii.

6.7. Jlaumii Memopanaym CKIaAeHO y NBOX NpUMIPHHKAX, KL MAIOTh O/IHAKOBY

JOpHAWYHY CHIY Ta 36epiraloThCsl Y KOKHOT 13 Cropin.

aHAYMY 3AIHCHIOCTHCS 38 BIACMIOI0 3TOL0I0

7. PEKBI3UTH CTOPIH

Bix imeni JepskaBHoi cyk0H cneiaabHOro Biz iMeHi JIbBIBCLKOTO HALIOHAIBHOTO

3B A3KYy Ta 3aXHCTY indpopmauii Ykpainn

OJIEKCAH/IP TIOTIH
3actynHuk ['0n08K JlepsxasHoi cayxOu
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