MEMOPAH/JYM
npo opraizauiino B32CMOIT 3 NUTaHBL 00Miny iH(OpPMAUIEIO 00 KibepiHUHIeHTIB
3 pukopucTannsam Malware Information Sharing Platform & Threat Sharing
“Ukrainian Advantage”

1. Lle#t memopaHayM YKIaJI€HO misk Cryx6oio Gesneku VYipaiHu B 0c001
qauanpHuka Yrpasiiaas  Ciyxbu Gesnekd VYikpaimm y  JIbBiBCHKI obJ1acTi
OHUILEHKO Banuma MuKkoaiioBHYa, SKHH i€ Ha mincrasi [Tono)KeHHs 1po YCBY y
JIbBiBCHKii 06macTi Ta JIbBIBCHKHH HalOHANBHHMI yHiBEpCHTET iMeHi [BaHa ®dpanka B
ocobi pektopa MensHuk Bononumupa [lerpoBHya, SKuil Jl€ Ha ninctasi CraTyTy.

2. Meroo MeMOpaHIyMy € oprasizanis B3a€MOIl MDK JEp)KaBoiO Ta
NPUBATHUM CEKTOPOM Y [MHTAHHAX MiABMINEHHS PiBHA indopmariiiiHoi 0Oe3nexy
iHopMaLlTHHX, TeJeKOMYHIKal[IMHKUX Ta iHd)opMauii&Ho-TeneKOMyHiKauiqux CHCTEM
06’€KTiB KPUTHUHOI IHOPACTPYKTYpH IepiasH, a TaKOK cy0’€KTiB rocro/iapiOBaHH
He3aleXHO BiJl (OPMH BIACHOCTI 3 BAKOPHCTAHHAM riaThopMu 0OMIHY iHdopMaLli€ro
mono Kibepinumaenrie Malware Information Sharing Platform & Threat Sharing
“Ukrainian Advantage” (aani — MISP-UA).

Ileit MeMOpaHIyM BH3HAua€ NPUHLUMIN Ta MOPSI0K BiJJHOCUH MIX Cayx0010
Gesnexn Ykpaind Ta JIbBIBCHKHH HAllOHAbHHM YHIBEPCUTET imeni IBana ®panka (y
nopansmomMy — KopucryBad) 3 METOO o6MiHy iH(pOpMALIE MPO Kibepatakud Ta
KiGepiHLMIEHTH.

3. MeMOpaHIyM IpYHTYE€TbCS Ha MOJOKEHHAX Konctutylii YKpaiHu Ta
suMorax 3akonis Yxpainu “Ilpo indopmauito”, “I1po Cnyx0y Gesnexu YKpaiHH', a
takox Crparerii xibepGesrieku YKpaiHu, satBepKkeHoi Ykasom Ilpesunenta VkpaiHu
Bin 15 6epesns 2016 poxy Ne 96/2016.

4. TepmiHU Y UBOMY MEMOpaH/IyMi BKHBAIOTBCS Y TaKWX 3HAUCHHAX:

_  kibeparaka — OyAb-fike 3aCTOCYBAaHHA indopMaliHuX TEXHOOTIH
(nporpaMHuX Ta TpPOTPaMHO-anapaTHUX 3ac06iB), 110 3arpoXye€ TMOPYUICHHAM
KOHbiIeHIIIHHOCTI, yimicHocTi ab0 JocTymHocti iHdopwmaiii B iH(OopMaLIHHKX,
TenekoMyHiKaLl iHMX, iHqupmauiﬁHo—TeneKomyHiKauii‘iﬂnx cHUcTEMax, abo
MOpYyILEHHAM CTaJ0ro DyHKL{IOHYBaHHSs LIMX CUCTEM T4 X CIIOCTEPEIKHOCTI.

- indopmaliis Npo KibGepiHLMJEHTH — Oy[b-AKi BIZIOMOCTi, 1O CTOCYIOTHCH
3ac06iB, METO/IB, Mi/ArOTOBKH, 37ifiCHEHHs, HACHIAKIB Kibeparak, yMOB, IO CHpUSAIOTH
iX MpOBEJIEHHIO, T NPpUINH iX BAHUKHEHHA.

- cy6’exT inopMaliHHAX BiHOCHH — Cryx6a Gesneku Ykpainu, Kopucrysadi
MISP-UA.

5. BUMOrH LOro MEMOpAaHIyMy HE IOIIMPIOIOTECA Ha o6MiH iH(OpMaLI€w
mono Kibeparak, BIIOMOCTI MPO fAKI MOXKYTh 3aLIKOAWTH indgopmaliinii Gesneul
Vkpainu abo cToCyIOThCs iH(hopmaLlii 3 0OMEXKEHUM J0CTYIIOM.

6. Iligxmouenns KopucryBaya [0 CHCTEMH MISP-UA 3aificHIOETBCA Ha
mizcTaBi 3aMOBHEHOI NMCbMOBOI 3aiBH KopucTyBauem, sika HaBeJeHa y AOAATKY | no

LBOro MeMopaHaymy, Ta gajicmaHoi B YCTAHOBJEHOMY MOPSJAKY Ha a/pecy
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JlenapTaMeHTy KOHTPPO3BIAYBATBHOTO 3aXHCTY IHTEPECIB  jiepikaBH Y cepi
indopmaniiinoi 6esnexn CiyxOn Gesnexn YkpaiHH.

7. Npunuuenns jpoctyny Kopuctysada 10 MISP-UA 3piiicHioeTbeA 3@ HOTo
initiaTeol abo B pasl CYTTEBOrO MOpYIIEHHS HUM BAMOI LIOAO BHKOPHCTAHHA
nnardopmu. Cryxba Gesnexkn Yipainu Mae npaso MPHIRHATH J0CTYII KopucTyBayesi
63 NOSCHeHHA MPHYHH TAKOTO PlLIeHHS.

8. Cy6’ext iHopMauUiiHUX BiTHOCHH OOMIHIOIOTHCH inopmatii€ro npo
kiGepaTakd BHKIOMHO Ha 3acajax, [iacTasBaXx Ta y [MOPALKY, BHIHAYCHHMX
3aKOHOJABCTBOM YKpaiHH Ta LIHM MEMOpPaHIyMOM, LUIAXOM BHECEHHA NAHHX MIOLO0
kibepinumaeHTiB a0 cnctemn MISP-UA,

9. Iudopmauiiini sigmocunn wmik CnyxbGowo Gesmexkuw Vkpaiuu T2
Kopuerysagamu MISP-UA 31ificHIOIOTECS HA OCHOBI TAaKHX 3arajbHHX MPHH LMI11B;

9.1. Kopucrysay MISP-UA mae mnpaBo poskpusatd, nybiikysatd Ta
nommpioBaTi iH(GOpMAaLii0 Mpo 3apeccTpoBaHi IHUHMIACHTH KibepOe3neku, BHECEHY
Gesnocepeabo 1uM KopueTyBadem, 3a yMOBH BiCY THOCTI IHUIHX 3aKOHHHX 0OMEXEeHb
abo 30008 A3aHb.

9.2. KopreTyBay Mae npaso BukopHctoBysath naHi MISP-UA, BHECEH] IHLIMMH
KopucTysasamu, s opratisauii Ta 3aificHeHHs KIDep3axXHCTy BJIACHHX i opmauiiHo-
TeleKOMYHIKAaUiifHHX CHCTeM Ta CHCTEM, 3aXMCT HKMX BiH YIIOBHOBaKeHHH
3abe3neuyBaTH 3a BIANOBIAHMMH YroJiamMy abo Ha IHIIMX 3aKOHHHX MizicTaBax, a TaKox
B paMKax HayKOBOT, OCIiIHHIIBKOT 00 OCBITHBOI AIAILHOCTI.

9.3. 3abopoHeHo HamaHus (po3ronolleHHs a0 MOMIMPEHHS) PO3MilleHOT Y
cucremi MISP-UA indopmatii, mo Ao3ponse ileHTH(QIKyBaTH BIACHUKA ATAKOBAHOL
CHCTEMH, a TAKOXK BigloMocTeil po Hac/iiku abo cnpHYHHeHi 30MTKM CTOPOHI, SKa He €
KopucTyBaueM i€l CHCTEMH.

9.4. He monyckaetbea BHeceHHs a0 MISP-UA indopmauii npo kibepataku abo
KiBepiHIMIeHTH Y HABMHUCHO CTIOTBOPEHOMY 4H MePeKPYYeHOMY BHITIAL
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