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(baxkyabTeTy NMPUKJIAIHOT MATEMaTHKH Ta
iHopmMaTHKH
JIBBIBCHKOTO HAIIOHAILHOTO YHIBEPCUTETY
imMeni IBana ®dpanka
(Opotokos Ne 15/23 Bim 29 cepuns 2023 p.)

3aBigyBay kadeapu

s Benrepcokuii I1.C.
v -

Cuyadyc 3 HaBYAJIbHOI TUCIHUILIIHA
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Ha3Ba . .. }
. [TpoexTyBaHHS Ta CympoOBiJ CleliaTi3oBaHuX 3ac001B
JTUCHUILTIHA
Anpeca
BUKJIagaHHA  |M. JIbBiB, Byl. YHIBepcUuTeTChKA 1
JTUCIHUILTIHA

dakyabTeT TA
Kadeapa, 3a IKOK0
3aKpinjiena
TUCHUILIIHA

dakynpTET MPUKIIAJHOT MATEMATHKH Ta iIHHOPMATHKU
Kadenpa kibepOesnexu

I'any3b 3HaHB,
mudp Ta Ha3Ba

12 — inopmartiitai TexHomorii
125 — xibepbe3neka Ta 3axucT iHpopMmarii

cneniajJbHOCTI
Bukaagaui )
P Koctsx Mapuna FOpiiBHa, K.T.H., 101IeHT Kadeapu kibepOe3neku
Konraktna  [Maryna.Kostiak@Inu.edu.ua
inpopmania  |[onosuuii kopnyc JIHY im. I. @panka, kad. 380.
BUKJIanaviB  |M. JIbBiB, By YHiBepcUTETChKA, |

Koncyabramii 3
NUTAHb HABYAHHSA
0 AUCIMILIiHI
BiI0yBalOTHCA

KoHcynbranii B JeHb NPOBENCHHS JEKLIH/MPAKTUYHUX 3aHATH (a TaKOX 3a
PO3KJIaIOM KOHCYJIbTaIliid Kadeapmn).

Cropinka Kypcy

https://ami.Inu.edu.ua/course/********kxkkkkkik

Indgopmanis npo

Hucnurnina "IIpoekTyBaHHS Ta CYIIPOBI CTICIiali30BaHUX 3aC00IB" €

AUCIHUILTIHY HOPMATHBHOIO JUCITUILIIHOIO 31 crieriaibHOCTI 125 — KibepOe3neka Ta 3aXucT
iH(opMmalii a1 ocBiTHROI porpamu KiGepOesneka, sika BUKIAJa€ThCS B 7-My
ceMecTpi B 00csi31 6 kpenuTiB (3a €Bpomnelicskoro Kpeaurno-TpanchepHoro
Cucremoro ECTS).

Koportka HaBuanpua quctumutina "[IpoexTyBaHHS Ta CyIpOBiJ clieliai3oBaHuX 3aco0iB"
aHoTalis B CHCTEMI MiArOTOBKHU (haxiBIiB OCBITHHO-KBaII(PiKaI[IHHOTO piBHS OaKaiaBp €

AUCHMILIIHM  [3araJIbHOOCBITHIM KypCOM TE€XHIYHOTO cripsiMyBaHHs. [IpegmeTom BUBUEHHS

HABYAJIbHOI IUCIUIUIIHY €: BUBUEHHS CYYaCHHX METOIIB IPOEKTYyBaHHS CHCTEM
3axUCTy iH(hOpMAIlii; CyKYITHICTh OCHOBHHX TEOPETUYHUX TOJOKEHb CTBOPEHHS
KOMIUIEKCHMX CHCTEM 3aXUCTy 1H(popMallii; IporeciB 3a0e3MeYeHHs
HEOOXITHOTO PIBHS 3aXUIIEHOCTI 1H(hOpMaIlii; 0COOTUBOCTI TEXHOJOT1H
MPOEKTYyBaHHs Ta 3a0e3MeueHHs 3aXuCTy iHpopMaIllii 3 00MeKEHUM IOCTYIIOM Ha
00’€eKTax, BBEJCHHS B KCIUTyaTaIlil0 Ta CYIPOBIJ] KOMIUIEKCHUX CUCTEM 3aXHCTY
1HdOopMmarii .

MeTta Ta miJi

Mertoto Kypcy HOpMaTuBHOI qucuuIuting "IIpoekTyBaHHS Ta CynpoBiz

AUCUMILIIHM  [CIIelialli3oBaHmX 3aco0iB" € OraHyBaHHS HABUYKAMH Ta OCHOBHUMH
MPUHIUIIAMA PO3POOKH Ta POCSKTYBAHHS KOMIUIEKCHUX CHCTEM 3aXHCTY
iH(dOopMarlii 3 0OMEKECHUM JOCTYIIOM Ha 00'€KTI, BBEACHHS B IO, X
eKCIUTyaTaIlisi Ta CympoBiJ.
Jlitepatypa s | 1. [IpoexkTyBaHHsS KOMIUIEKCHUX cUCTeM 3axucTy iHpopmarii / B.O.Xopomixko,
BUBYECHHS [.M.I1aBnos, FO.5.bo6ano, B.b./lynukesu4, [.P.Onipcekuit, JI.T.ITapxyns //
JTUCIHUILTIHA [Tinpyunuk. — JIsBiB: BunaBaunreo JIbBiBChKOT momitexHiku, — 2020. — 320c¢,

ISBN 978-966-941-506-6.

2. AaToHOK A.O. OcHOBH 3axucTy iH(pOpMAaIlii B aBTOMaTU30BaHUX CHUCTEMax /
A. O. Aurtontok. — K.: KM Axanemis, — 2016. — 244 c.

3. ACTY 3396.0-96. 3axuctr indopmauii. TexHiuamii 3axucT iHpOpMAIIii.
OCHOBHI MOJIOKCHHS.

4. ICTY 3396.1-96. 3axuct indopmanii. TexHiuyHuil 3axuct iHboOpMarrii.
[Topsinok npoBeieHHs POOIT.




5.

6.

7.

10.

11.
12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

HJ T3I 1.1.-002-99. 3aranpHi TOJNIOKEHHS 3axuCcTy iH(MoOpMarii B
KOMIT FOTEPHUX CUCTEMax BiJl HECAHKI[IOHOBAHOI'O IOCTYILY.

HIA T3I 2.5.-004-99. Kputepii omiHkM 3axumieHocti iHdopmamii B
KOMIT FOTEPHUX CUCTEMAaX BiJl HECAHKIIIOHOBAHOTO JJOCTYITY.

HJI T3I 2.5.-005-99. Knacudikariiss aBTOMaTH30BaHUX CHCTEM 1 CTaHIApTHI
dyHKUioHambHI mpodinmi 3axumieHocTi  00pobmoBaHOi iH(popMamii Bix
HECaHKIL[I0HOBAHOT'O JOCTYILY.

.HJ T3I 3.7.-001-99. MetoauuHi BKa3iBK{ MO0 PO3POOJICHHS TEXHIYHOTO

3aBIaHHS HAa CTBOPEHHS KOMIUICKCHOI CHCTEMH 3axHcTy iHdopmarlii B
aBTOMAaTH30BaHIl CUCTEMI.

. Iopsimok mpoBeaeHHs poOIT 13 ceprudikamii 3acobiB  3a0e3MeUeHHS

TEXHIYHOTO 3aXUCTY iH(POpMAIlii 3araIbHOTO IMPU3HAYCHHS.

HJ T3I 1.4.-001-2000. TumoBe MOJOXKEHHS TMPO CIYyXKOy 3axUCTy B
ABTOMATHU30BaHIi CUCTEMI.

TumyacoBe mosioxkeHHs npo kareropitoBanust 00’ ektiB (TIIKO — 95).

HA T3I 2.7.- 001-99. Texuiuyaumii 3axuct iH(oOpMalii Ha MPOTrpamMHO-
kepoBaHux ATC 3aranpHoro KopuctyBaHHs. [lopsiok BUKOHAHHS pOOIT.

HJ T3I 3.6.-001-2000. Texniunumii 3axuct iHdopMmarii. Komm rorepHi
cucremu. llopsiioK CTBOpPEHHS, BIPOBAPKEHHs, CYNPOBO/DKEHHS Ta
MoJepHi3alii  3aco0iB  MexaHiyHOro  3axucTy  iHdopmamii  Bix
HECaHKI[I0HOBAHOT'O JIOCTYIIY.

HJ T3I 3.7.-002-99. Texuiunuii 3axuct iHGOpMaIlii Ha NPOrpPaMHO-
kepoBaHuX ATC 3aranbHOro KOpucTyBaHHsA. MeTOAMKA OLIIHKH 3aXHUILEHOCT]
iHdopmarii (0a3zoBa).

HJ T3I 4.7.- 002-2001. Bu3naueHHs 3aXHIEHOCTI MOBHOI iH(popMaIlii Bij
BUTOKY aKyCTUYHHM 1 BIOPOAKyCTHUHUM KaHaiamMu. MeTOIu4HI BKa31BKH.
http://dstszi.kmu.gov.ua/dstszi/control/uk/publish/article?art_id=89740&cat
1d=89734

HJZ T3I 1.1-005-07. 3axuct indopmarmii Ha 00’ekTax iHPOpMamiiHOI
nisibHOCTI. CTBOpeHHs komiuiekcy T3l. OcnHoBHi nonoxenss. JJCC33I
VYkpainu. — Kuis. — 2007.

HJI T3I 1.6-003-04 CtBOpeHHs KOMIUIEKCIB TEXHIYHOT'O 3aXUCTY iH(opMarlii
Ha 00’exTax iH(popMariifHoi aisuibHOCTI. [IpaBuiia po3pobiaeHHs, modynoBH,
BUKJIAJICHHS Ta odopmieHHs wmoneni 3arpo3 i iHopmamii. JCC33I
VYkpainu. — Kuis. — 2004,

HA T3I 3.1-001-07. 3axuct indopmarnii Ha 00’ekrax iHpopMaIiiiHOI
nisutbHOCTI. CTBOpEHHST KOMIUIEKCY TEXHIYHOTO 3axucTy iHdopMariii.
[TepennpoextHi podotu. JJCC33I Ykpainu. — Kuis. — 2007.

HA T3I 3.3-001-07. 3axuct iHdopmMmarii Ha 00’ekrax iHpOpMAIiHHOT
nismbHOCTI. CTBOpPEHHS KOMIUIEKCY TEXHIYHOTO 3axXHCTy iH(opMaIrii.
[Topsinox po3pobieHHs Ta BIPOBALKEHHS 3aXOJiB 13 3aXHUCTy iH(opmarii.
JACC33I Ykpainu. — Kuis. — 2007.

HIA T3I 2.1-002-07. 3axuct indopmarmii Ha 00’ekTax iHPOpMamiiHOI
nistmeHOCTI. BunpoOyBannas kommuiekcy T31. OcunoBHi monoxkenns. JJCC33I
VYkpainu. — Kuis. — 2007.

3axuct 3aco0iB 1 kaHamiB TenedonHoro 38°s13Ky / B.b.Jlynukesny, B.B.Xowma,
JL.T.INapxyus // HaBuansHuit noci6uuk 3 rpupom MOH Vkpainu. — JIbBiB:
Bunas. JIsBiBCEKOI nTomiTexHiku. — 2012. — 212 c.

[TpoexTyBaHHS KOMITJIEKCHUX CUCTEM 3axUCTy iHbopmarii / Jynukesuu B.b.,
IBanuenko €.B., Koctsak M.10O., [1anoB .M., ITapxyus JI.T., Xopomko B.b.
// HaBuanpuuii mocionuk. — JIssis: HYJIII, — 2016. — 94 c.

O0csar kypey

3aranbpauiil 00csr: 180 ronuH. AyTuTopHUX 3aHATh: 64 ro., 3 HUX 32 ToJ. JeKIii
ta 32 roa. maboparopHux podir. CamocriitHoi poootu: 116 ros.



http://dstszi.kmu.gov.ua/dstszi/control/uk/publish/article?art_id=89740&cat_id=89734
http://dstszi.kmu.gov.ua/dstszi/control/uk/publish/article?art_id=89740&cat_id=89734

OuikyBani
pe3yJabTaTu
HABYAHHSA

V pe3ynbTaTi BUBUCHHS HaBYAJIbHOI AUCIUIUIIHU CTYJEHT Ma€ HaOyTH TaKUX
KOMIIETEHTHOCTEN:

3HATH:

— OCHOBHI (hopMH TpeACTaBICHHS 1H(OpMAILii;

— TIpOOJIeMH 3aXUCTY JaHUX;

— CUTHAJIM MOIIMPEHHS Ta nepeaayi iHdopMmariii;

— OCHOBI JpKeperna Ta IUIIXH BUTOKY iH(popMallii;

— CII0cOOM HECAaHKIIOHOBAHOTO MEPEXOIuUIeHHs iH(opMarii;

— OCHOBHI T€XHIYHI 3aCO0H, 1110 BUKOPHUCTOBYIOTHCS JIJIsl HECAHKIIIOHOBAHOTO

nepexorvieHHs iH(opmartii;

— METOJIH Ta 3aCO0M 3axXUCTy iH(opmarii;

— OCHOBHI TeXHI4HI 3aCO0H, 110 BUKOPUCTOBYIOTHCS IS 3aXUCTY 1H(POpMAITii

B1JI HECAHKIIIOHOBAHOT'O IEPEXOIICHHS,

— HOPMaTHBHO-TIPABOB1 IOKYMEHTH 111010 CTBOPEHHS KOMIUIEKCHUX CUCTEM

3axMcTy iH(popMartii;

— MOPSAIOK CTBOPEHHS KOMIUIEKCHUX CHCTEM iH(opMariii;

— MOPSJIOK eKCIUTyaTallii Ta CyIpOBOKEHHS KOMIUIEKCHUX CUCTEM 3aXUCTY

iHdopmarrii.

BMiTH:

— aHai3yBaTH MPUMIILIEHHS 10JJ0 MOXIIMBUX JDKEPEN Ta HIISAXIB BUTOKY

1H(popMmarlii;

— aHaATI3yBaTH Pe3yJIbTaTH OOCTEKEHHS 00’ €KTY 3aXUCTY MO0 HASBHOCTI

iH(popMarlii 3 00MEKEHUM TOCTYIIOM;

— BUSIBJIATH Ta aHAJII3yBaTH MOXJIMBI TEXHIUHI KaHAJM BUTOKY iH(opMarlii Ta

OyyBaTH MOJIETb 3arpo3;
— MPOEKTYBAaTH KOMIUIEKCHY CUCTEMY 3aXHCTy 1HGOpMaIllii 3riAHO
HOPMAaTHUBHUX BUMOT;

— BUKOHYBATH 3aXMCT MPUMIILEHb B/l HECAHKLIOHOBAHOT'O NIEPEXOTICHHS

iH(pOopMaii;

Kypc 3a6e3neuye Ha0yTTs1 Takux komnerentHocreii: 1K, K3-1, K3-2, K3-3,
K3-4, K3-5, KO-1, KO-2, KP-3, KO-5, KP-6, KO-8, KP-10, KP-12; Ta
NporpaMHux pe3yiabratiB HaBuanus: [IPH-1, [TPH-2, IIPH-3, [TPH-4, [TPH-6,
ITPH-7, TTPH-10, [TPH-16, [TPH-18, ITPH-21, ITPH-23, ITPH-26, TTPH-31, [IPH-
34, [TIPH-36. [TPH-38, TTPH-39.

Kuarouosi ci1ioBa

3axuct iH(oOpMmalii, 3arpos3a, TEXHIUHI KaHaJTd BHUTOKY iH(opMalii, MacuBHI
METO/M 3aXUCTy iH(pOpMallii, aKTUBHI METOJIM 3aXUCTY iH(POpMaIlii, KOMIUIEKCHA
cUcTeMa 3axucTy iHdopmarlii, MPOCKTyBaHHA KOMIUIEKCHUX CHCTEM 3aXHUCTy
iH(pOopMaIlii, CympoBil KOMIUIEKCHIX CUCTEM 3aXUCTY iH(opmaii.

dopmar Kypcy

OuHui,

incymkoBmii
KOHTPOJIb, (hopMa

3aiik y KiHLI CeMeCTpy

HaBuyaabui [Ipe3enTarii, nekiii.

METOIH Ta MopynpHUN KOHTPOJIB.

TeXHIiKH, AKi [TpakTu4Hi poOOTH.

OyayTh InuBinyanbHi 3aBnanHs Ha ctBopeHHst KC3I.

BHKOPHCTOBYBATH

cs Imix uac

BUKJIA/IAHHA

Kypcy

Heoo0xinne Komm'torepu un HOyTOYKH 13 BCTaHOBJICHOIO orepaniiHoro cucremoro Windows;
o0J1alHAHHS MyJbTUMEAIMHUM TPOEKTOp; MAOCTYNl J0 Mepexi IHTepHeT; mnporpamHe

3abe3neucHHs (30kpeMa Microsoft Office: Word, Excel, Visio, PowerPoint)/




Kpurepii
OI[IHIOBAHHSA
(oxpemo 1Jis1
KOKHOTO BHY
HAaBYAJbHOI
AiSILHOCTI)

OuinroBaHHS MPoBOAUTHCS 3a 100-0anpHOTO 1mIKanor. banu HapaxoByrOThCS 32
HACTYITHUM CITiBB1THOIICHHSIM:

* MOJYyJIbHUH KOHTPOJIb, TECTYBAaHHs, ycHE omuTyBaHHs: 50% cemecTpoBoi
OIIHKH; MaKCUMaJIbHa KUIbKICTh OaimiB 50;

* mpakTu4Hi poboTu: 50% ceMecTpoBOi OLIIHKH; MaKCUMallbHa KUIbKICTh OajiB
50;

[TincymkoBa MakcuMaiabHa KUTBKICTH 6amiB 100.

AxkaneMiuHa 100poyecHicTh: OUiKyeThCs, MO0 pOOOTH CTYIEHTIB OyayTh iX
OpUTIHAJTFHUMHU JTOCHIDKEHHSIMHA YW MIpKyBaHHSMH. BiACyTHICTH MOcCHJIaHb Ha
BHUKOPHUCTaHI JpKkepena, padpukyBaHHs JPKepell, CIIUCYBaHHs, BTPY4YaHHs B poOOTy
IHIIMX CTYJCHTIB CTaHOBISATH, ajie€ HE OOMEXKYIOThb, MPHUKIAIA MOXKIHBOL
aKageMIuHO1 HeOOPOUYEeCHOCTI. BUSIBICHHS 03HAK aKa/IeMIYHO1 HEIOOPOUYECHOCTI
B MIMCHMOBIH pOOOTI CTYyAICHTA € MIICTaBOIO I i1 He3apaxXyBaHHHS BUKJIAJa4yeM,
HE3aJIKHO BiJ] MacIITaliB 1uiariaTy 4u oOMaHy.

BinBiganHsi 3aHATH € BOXIMBOIO CKIAJ0BOIO0 HaBYaHHSA. OYIKyeThCs, 10 BCl
CTYJIGHTH BIJIBIJAIOTh YCi JIEKLii Ta NpakTU4HI 3alHATTS Kypcy. CTyaeHTu
MMOBUHHI 1H(QOPMYBaTH BUKJIaa4ya PO HEMOXIIMBICTh BiJIB1IaTH 3aHATTS. Y Oy/b-
SIKOMY BUTIAJIKy CTYJCHTH 3000B's13aH1 TOTPUMYBATHUCS TEPMIHIB BU3HAYCHUX JIJIS
BUKOHAaHHS BCiX BHUJIB MHCBMOBUX pOOIT Ta IHAUBIAyadbHUX 3aBJIaHb,
nepeadaueHUux KypCcoM.

Jliteparypa. Ycs niteparypa, sIKy CTyJI€HTH HE 3MOXYTh 3HAUTH CAMOCTIMHO,
Oyne HajgaHa BHKJIaJadyeM BHUKIIOYHO B OCBITHIX ITUIIX Oe3 mpaBa ii mepemadyi
TpeTiM ocobam. CTyIeHTH 3a0XOYYIOTbCA /10 BUKOPUCTAHHS TaKOX W 1HIIOT
JTepaTypH Ta JDKepen, SKUX HeMae cepell PeKOMEHIOBaHUX.

IMoaiTuka BUcTaBJIeHHs 0aiB. BpaxoByroThcs 0aan HaOpaHi IPH TOTOYHOMY
TECTYBaHHI, CAaMOCTIiHII poOOTI Ta 6anu miIcyMKOBOro TectyBanHs. [Ipu mipomy
000B'A3KOBO BPaxOBYIOThCS IPUCYTHICTh HA 3aHATTSAX Ta aKTUBHICTh CTYACHTA i
qac MPaKTUYHOTO 3aHATTS; HEJOMYCTUMICTh MPOMYCKIB Ta 3aMi3HEHb HA 3aHSTTS;
KOPUCTYBaHHS MOOUIBHUM Teae()OHOM, IUIAHIICTOM YU IHIIUMH MOOLILHUMH
MIPUCTPOSIMH TTiJ] Yac 3aHSTTS B IIUISIX HE MOB'SI3aHUX 3 HABYAHHSM; CITUCYBAaHHS Ta
ariaT; HeCBO€4acHe BUKOHAHHS MTOCTABJIEHOTO 3aBAAHHS 1 T. 1H.

Konni hopmu mopyuieHHs akaJeMiqHOI JOOPOUYECHOCTI HE TONEPYIOTHCA.

ITuTanus
JI0 KOHTPOJIIO

OCHOBHI HaNpsMKH 3aXUCTy 1HPOpMAIii 3 00MEKEHHUM JIOCTYIIOM.

OcHoBHI opmH ITpeacTaBIeHHS 1H(pOpMallii.

OcHOBHI 00’ €KTH 3aXUCTY iH(pOpMAILLi.

Texuiuni 3aco0u nmpuiiomy, 00poOKH, 30epeKeHHS 1 epenadi iHpopmariii.

JlormoMiXKHI TEXHIYHI 3aCO0H 1 CHCTECMH.

O06’ext T3I1I. ITouarrtsa HeOe3meunnx 30H. BUagkoBi aHTEHH.

Knacudikaris 1 XxapakTeprcTUKa TEXHIYHUX KaHANIB BUTOKY iH(popMallii.

EnextpomarHiTHi, eleKTpHYHi 1 apaMeTpU4Hi KaHAIM BUTOKY iH(popMarii.

[oBiTpsHi, BiOpalliliHi, €IeKTPOaKyCTUYHI, ONTHKO-EJIEKTPOHHI KaHAJIH.

[TpoekTHO-apXiTEKTYypHI PIICHHS 100 3aXUCTy iH(OpMaITii.

. [IpoBenenHs opraHizaliiiHuX 3aX0/iB.

. TTacuBHI 3axou 3axucty iHdopMaIllii (KOHTPOJIb i 0OMEXEHHS IOCTYITy Ha
00’extu T3I1I, nokanizaiis BUIPOMIHIOBaHb, PO3B’sA3Ka 1H(GOpMAIIHUX
CUTHAJTIB)

13. AKTHBHI 3aX0/1 3aXHUCTy iH(opMaIlii (IPOCTOPOBE 3alyMIICHHS, JTiHIHHE

3alTyMJICHHS, 3HUILEHHS 3aKJIaJHUX IPUCTPOIB) TEXHIYHI 3aX0/IH

14. BusiBiieHHS MOPTATHBHHUX €JIEKTPOHHUX MPHUCTPOIB MEPEXOIIIICHHS

iHdopMartii (3aKIaTHUX TPUCTPOIB): CreliaabHl 00CTEXKEHHSI, CIIeIiaIbHa
nepeBipka.

15. TloGiyHe enekTpoMarHiTHe BUIPOMIHIOBAHHSI.

16. ExpanyBaHHs TeXHIYHHX 3ac00iB. EnekrpocTarnyne ekpaHyBaHHS.

MarsuitoctatuuHe ekpanyBaHHs. EnexkTpomartitHe ekpanyBaHHs. CxeMu Ta

BHUMOTH JI0 MaTepialliB eKpaHyBaHH:.

cCooNoOR~LNE

el
N




17.
18.
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3a3eMIJIeHHs TeXHIYHUX 3ac001B. OCHOBHI BUMOI'H JIO CHCTEMHU 3a3€MJICHHS.
Omip 3a3emnienns. [lutomuii onip rpyHTiB. BIUMB KJIIMaTHYHUX YMOB.
Marepianu Ui BUKOHaHHS 3a3eMJICHHS. BUKOHAaHHS 3a3eMIJICHHS Ta 3aXUCT
BIJI IIOIIKOKEHb.

OdinpTparis iHGopMaIiitHUX curHaiiB. Po3autbHi TpanchopmaTopu.
3aBagonornuHadi GiabTpu. OCHOBHI BUMOTH JI0 3aXUCHUX (DUIBTPIB.
KoHCTpyKTHBHE BUKOHAHHS Ta XapaKTEPUCTUKU (PLIBTPIB.

[Tpocropose i niHiliHe 3amrymieHHs. OCHOBHI BUMOTH JI0 CHCTEMHU
IIPOCTOPOBOTO 3aLTYMJICHHS.

Cucremu "Oinumii mrym" Ta "cundaszni 3aBagu'. ['enepaTopu mymy, THUIIH Ta
OCHOBHI XapakTepUCTUKH. EQEeKTUBHICTh MPOCTOPOBOIO 3aIIyMIICHHS.
Cucremu JIIHIHHOTO 3alIyMJIEHHS Ta iX 3aCTOCYBaHHSI.

[TacuBHI Ta aKTUBHI METO/IM 1 3ac00M 3aXKCTy iH(POpMAIii.

3ByKOi301s11is1 TpUMiIieHb. OCHOBHI BUMOTH Ta OIlIHKA €()eKTUBHOCTI
3BYKO130JIS1I11.

3BYKOI30JIA11is1 IBEpE Ta BIKOH MpUMilleHHs. BUKOpHCTaHHS aKyCTHYHUX
ekpaHiB. Marepiaiu, 1m0 BUKOPHUCTOBYIOTHCS VISl 3BYKO130JIAIII1.
3BYKOBOMPHI BJIACTHBOCTI MaTepialliB Ta MOKa3HUKH 1X €()eKTHBHOCTI.
Bukopucranns cneniaabHUX KaOiH.

AxycTtuyHe MackyBaHHs. BiOpoakycTuyHe MacKyBaHHSI.

I'eneparopu akyctuyHoro mymy. CTpyKTypa Ta OCHOBHI XapaKTepPUCTUKU
CHCTEM aKTHBHOI'O BIOPOAKyCTHUYHOIO MAacKyBaHHs. JlOTpUMaHHs BUMOT
OXOPOHHU TMparlli NP1 BUKOPUCTAHHSI aKTUBHUX 3aCO01B aKyCTHYHOTO
MacKyBaHHS MPUMIILIEHb.

BusiBneHHs 1 npuayIeHHs AMKTO(QOHIB 1 aKyCTHYHHUX 3aKiIa0K. [lerekropu
JTUKTO(OHIB.

[IpucTpoi enexTpoMarHiTHOTro nNpuayieHHs TukTodoHiB. Cucremu
yJIBTPa3BYKOBOT'O MPUIYLIEHHS AUKTO(OHIB. IloCTiiiHUI pagiOKOHTPOIb
MPUMIIICHb.

BceranoBieHHs npuiibHUX pafio3aBaa. CucTEMU MPOCTOPOBOIO
€JIEKTPOMArHiTHOTO 3aIllyMJICHHS.

®inpTpanis curranis. Po3auiosi TpanchopMaTopu Ta 3aBaI0NOITIMHAOY]
¢butbTpH.

Oco0nMBOCTI Ta NUISIXY NEPEXOITICHHS 1HPOopMaIlii 3 BUKOPUCTAHHAM
TeneOHHUX JIHIN.

[lacuBHI Ta aKTUBHI METO/IU 3aXUCTY.

OOMexeHHs IHPOPMAaTUBHUX CUTHAIIB.

@inpTpanis iHGOpMaTHBHUX CUTHAIIIB. BiAKITIOUeHHS HKepet
1H(OPMaTUBHUX CUTHAJIB.

JliniliHe 3amryMyeHHs TelneOHHUX JIHIN.

Merton cundasnoi mackyrodoi HY 3aBaau. Meron BY mackyroyoi 3aBaau.
Mertox ynpTpa3ByKoBOi MacKyto4oi 3aBaji. MeToa MmiBUILEHHS HAIPYTH.
Meron "obnynenus". Komnencariiauii Mmeton. Meton "BunantoBanHs".
[Tpuknaau TeXHIYHOT peaizallii 3aco0iB Il 3aXUCTy Tele(OHHUX JTiHIN Ta
X XapaKTepUCTHKH.

[opsiiok cTBOpEeHHsT KOMITIEKCHOT cuctemu 3axucty iHdopmarii (KC3I).
OcnogHi eranu ctBopeHHs1 KC3I.

CTBOpeHHS TeXHIYHOTO 3aBaaHHs Ha mo0ynoBy KC3I.

Eckiznnii mpoekt KC3I.

Texuiunuit npoext KC3I.

Po6ounii npoext KC3I.

BBenenns B fito Ta ekcrutyarauisa ctBopenoi KC3I.

Excruyarariitna nokymenranis Ha KC3I.

CynpoBiJ KOMILIEKCHUX CUCTEM 3aXHCTy iHpopMaIiii.




OnuryBaHHs

3aBEepIICHHIO KypCY.

AHKETY-OIlIHKY 3 METOI0 OIliHIOBaHHS SKOCTI Kypcy Oyjae HajgaHO ITicis

Cxema kypcy
Jlekuiiini 3ansaTra (32 roa.)

Ha3Bu TeM JekUiiiHUX 3aHATH

T'on.

Beryn. [Ipeamer nucumrmutiam Ta ii 3aBgaHHs. 3B'130K 3 IHITUMU JUCITUTIIIHAMUA
crieniaibHOCTI. BaXXIIMBICTh MPOOIEMH Ta HEOOX1AHICTh CTBOPEHHS CUCTEM 3aXHCTY
iHpopmarii. OCHOBHI HaPSIMKH 3aXHCTy iH(pOpMaIlii.

Tema 1. ®DopmyBanudg 3arajabHux BUMOr 10 KC31

1.1. O6rpynryBanns HeoOXxigHocTi cTBopeHHss KC3I

[TincraBu mis Bu3HaUeHHs HeoOxiaHOCTI cTBOopeHHs: KC3I. Hopmu Ta BUMOTH YMHHOTO
3aKOHOJIABCTBA, SIK1 BCTAHOBIIIOIOTH 000B’A3KOBICTh OOMEXXEHHS JOCTYIY JI0 IIEBHUX
BUJIIB iH(DopMaIllii a00 3a0e3nedeHHs i HiTiCHOCTI YK TOCTYIMHOCTI.

Buxinni nani a1s o0rpyHTyBaHHs HeoOxinHocTi ctBopenHss KC3I: anainiz HopMaTuBHO-
NPaBOBUX aKTiB; BU3HAUYCHHS HAABHOCTI y CKJIaJi iHpOpMallii, sika moTpedye 0OMeKeHHs
JIOCTYITY JI0 HEl; OI[iHKa MOXJIMBUX TiepeBar ((hiHaHCOBO-€KOHOMIYHHUX, COLIAJIHUX 1 T.11.)
ctBoperHs1 KC3I. [TpuiinarTs pimeHHs npo HeoOXiaHicTh ctBopeHHs KC3I.

1.2. Odcrexkenns cepenopuma pynkunionysannsa KC3I

O6crexenns cepenonuia (06’exty) dynkuionyBanas KC3I. [TinroroBka 3acagHnnymnx
nanux uig popmysanns Bumor 10 KC3I. Onucy koxxHOoro cepenoBuina (GyHKIIOHYBaHHS
KC3I. lokyMeHTyBaHHS Pe3yJbTaTiB 00CTEKECHHSI.

Po3poo6xka kontemnii KC3I (ocHOBHI MPUHIKMH 1 MIX011 TOOYI0BH ), BUSHAUYCHHSI
OCHOBHUX 3aBJIaHb 1 XapaKTEPUCTUK, PYHKITIOHATHPHUX KOMIUICKCIB Ta BapiaHTIB iX
peadizarii.

OO6crexenns, anani3 Ta onuc 00’ekty KC3I. 3aranbHa cTpykTypHa cXeMa i CKiIaj
(mepemik 1 ckyaa 06 IHAHHS, TEXHIYHUX 1 TPOTPaMHUX 3aC001B, IXHI 3B'S3KH,
0CO0IMBOCTI KOHGIrypallii, apXiTeKTypH W TOIMOJIOT1i, MPOrpaMHi 1 MPOTpaMHO-anapaTHi
3acobu 3axucTy iHpopMallii, B3aeMHE po3MilleHHs 3aco0iB To1o). Bumau i
XapaKTEPUCTUKH KaHAIIIB 3B'SI3KY.

OdopmiieHHs akTy pe3yiabTaTiB 0OCTEKEHHS. 3aTBEPIKEHHS TIEPEITKY 00’ €KTIB
3axucTy. Bu3HaueHHs MOTEHIIMHUX 3arpo3 A1 iHpopMarlii 1 po3poOIeHHs MOJIeNi 3arpo3
Ta Mojeni nopymHuka. [To0yaoBa miiany 3axucty 00’ exTy.

1.3. ®opmyBaHHs 3aBaaHHA Ha crBopeHHs KC3I

BusnauenHs 3aBaHHs 3axucTy iH(popMallii Ha 00’ ekTi. Bupimenns 3aaa4 ta
OCHOBHHX HarnpsMiB 3a0e3MeueHHs 3aXUCTy. AHalI3 pU3UKIB 1 BUBHAYEHHS TEePeIiKy
CYTTEBHX 3arpo3. BusHadueHHs 3aranpHOi cTpykTypu Ta ckinany KC3I, MokimuBHX 3aX0/1iB,
METO/IiB Ta 3ac001B 3aXUCTy 1HPOPMAIIii, TOMyCTUMHUX OOMEKEHB 1010 3aCTOCYBAHHS
NEBHUX 3aXO0/iB 1 3ac00iB 3axucty. Oprauizaliiiti, IHKEHEpHO-TEXHIUH1, TEXHIYHI,
kpunrorpadiuni Ta iHmi 3axoau 3axucty iHpopmanii KC3I.

OdopmiieHHs 3BITY PO BUKOHAHHS poOiIT Ta 3assBKU Ha po3poOky KC3I (TakTuko-
TexHIYHOro 3aBnanHs Ha ctBopeHHs KC3I.

Tema 2. Po3po0Oka nmoaiTuku 0esnexku indopmanii B KC31

2.1. BuBuenns 00’extry KC3I

JleranbHe BUBYEHHS 00’ €KTY, yTOUHEHHS MOJIENi 3arpo3 Ta MOTEHLIHHOTO MOPYIIHHUKA,
MOXJIMBUX pU3UKiB. [IpoBeieHHs 10AaTKOBOT HAYKOBO-A0CIIAHOT poOOTH IS MOIIYKY
NUISIXiB peaiizaiii 3aBnanns Ha ctBopeHHs KC3I. OgopMiieHHS 1 3aTBEpIKEHHS 3BITY.




2.2. Buoip BapianTy KC3I

AnprepHatuBHi BapianTu kKoHuemnii creopeHHs KC3I i mnaniB ix peanizanii. Ouinka
nepeBar 1 HeJ10JiKiB KO>KHOTO BapiaHTy, BUOIp ONTUMabHOIO BapiaHTy. OpopMIiIeHHS
KOHIICTIIIIT Y BUTJISAI 3BITY.

2.3. OopmiieHHSI OJITHKH Oe3neKn

Bubip ocHOBHUX pillieHb 3 MPOTH I BCIM CYTTEBUM 3arpo3am. opMyBaHHS 3araibHUX
BHUMOT, TIPaBJI, 0OMEXEHb, PEKOMEHAIlii, 3aX0/1iB 1 3ac00iB 3aXUCTy iH(pOopMaIIii.
JlokymeHTanbHe 0OPMIICHHS MONITUKY Oe3MekH iHQopmarrii.

Tema 3. Po3poOka TexHiunoro 3apaanug Ha crsopenns KC3I1

3.1. lTopsiiok po3pod/IeHHS TEXHIYHOT0 3aBIAHHSA

Buxinni nani st po3pobnenus T3 va KC3I. dynkiionansHII Tpodisib 3aXUIIEHOCTI
Bix HCJI 1 BUMoOrH 110 3aXuineHocTi iHdopmarlii Bil BATOKY TEXHIYHUMH KaHAJIAMHU.

Bumoru 1o 3axuiiieHocTi iHpopMarlii BiJf BATOKY TEXHIYHUMH KaHaJIaMHU.
OOrpyHTYyBaHHS BUOOPY (DYHKIIIOHAIEHOTO MPOQLITIO 3aXUIIEHOCTI 1 BUMOT JI0
MOKA3HUKIB 3aXUILEHOCTI iH(OopMaIii BiJl BATOKY TEXHIYHUMH KaHAJIaMHU.

[Tepenix ocHoBHUX poOiT eramy dhopmyBanHs T3. Kinacudikaris Ta onuc pecypcis
00’exty. Po3poOka iHdopmariiiHoi Mozeni. BusHaueHHs nepemniky 3arpo3 1 MOXKIMBHX
KaHaJliB BUTOKY 1H(OpMaIlii.

Bu3HayeHHs BUMOT /10 OpraHi3amiiHuX, (i3WYHAX Ta 1HIINX 3aX0/iB 3aXHCTY.
[TpuiiHsiTTa octarouHoro pimeHHs npo ckiag KC3I.

3.2. 3MicT TeXHIiYHOI0 3aBJAHHSA

3aranbHi BiioMOCTi. MeTa 1 Mpru3Ha4YeHHS CUCTEMH 3aXUCTy 1iHpopMallii. 3arajibHa
XapaKkTepUCTHUKA CUCTEMH Ta yMOB 1i pyHKIIIOHYBaHHS. BuMoru 10 cucreMu 3axucty
iHpopMarrii. Bumoru g0 ckiaxy mpoeKTHOI Ta eKCIuTyaTaliiiHoi qokyMeHnTaitii. Eranu
BUKOHaHHs po0iT. [Topsimok BHECEHHSI 3MiH 1 TomoBHEHB 70 T3. Tlopsaok nmpoBeneHHs
BHUMPOOYBaHb CUCTEMU 3aXUCTY 1H(OpMaIIii.

Bumoru 110 3mMicTy po3aiiiB TEXHIYHOTO 3aBaHHs. 3araibHi BijoMocTi. [loBHe
HaiimenyBanHa KC3I ta i ymMoBHe no3HaueHHs. HaliMeHyBaHHS MiIpUEMCTB
po3po6HuKiB 1 3amoBHUKA KC3I Ta iX pekBizutu. [lepemnik 10KyMeHTIB, Ha MiICTaB1 SIKMX
ctBoproeTbesa KC3I. IlnanoBi Tepminu noyaTky 1 3aKkiH4eHHsI poOotH 13 ctBopeHHst KC3I.
[Topsimok ohopmIIeHH 1 MOJAaHHS 3aMOBHUKY pe3ynbTatiB poOiT i3 crBopeHHs KC3I.

3.3. Mera i npu3HaYeHHs CHCTeMH 3axucry ingopmanii

DyHKITIOHATBHE TPU3HAYEHHS 1 0COOMBOCTI 3acTocyBaHHs. HopMaTuBHO-TIpaBOBi
aKTH Ta HOPMaTHBHI JOKYMEHTH, 1110 PErIaMEHTYIOTh MOPSIIOK 3aXUCTy iH(popMarlii B
AC.

3aranbpHa CTPYKTYpHa cxema 1 ckiajg 00’ ekTy. TexXHIUH1 XapaKTepUCTHUKH KaHaJ1B
3B'13Ky. XapaKTepUCTUKH 1HHOopMaIlii, mo oOpobseTbes. XapaKTepUCTUKH (i3UIHOTO
cepeioBHINA. 3aranbHa TexHiuHa Xapakrepuctuka KC3I.

Oco06auBOCTI peasli3oBaHUX OpraHizalifHuX, PI3UYHUX Ta IHIINX 3aX0/IB 3aXHCTY.
[Morenmiitni 3arpo3u iHdopmariii. Knac AC Ha 00’ekTi 3axucty 3rigno 3 H/I T3I 2.5-005-
99.

3.4. Bumornu 10 cucremu 3axucry ingopmanii

Bumoru o cucremu 3axucty indopmartii B yactuni 3axucty Big HC/I.
@OynKioHaNbHUN TPod ik 3aXuiieHocTi. PiBeHs rapanTtid. Onuc NoaiTHKK Oe3MeKu
iHpopmaii. Onuc nociyr KC3I. Bumoru 1o nocnyr 6e3nexu: KoH}iIeHIIHHICTS;
LUTICHICTB; TIOCTYITHICTD; CIIOCTEPEKEHICTb.

Bumoru no KC3I B yactuHi 3aXUCTy Bl BUTOKY iHpOpMaIlii TEXHIYHUMH KaHAJIaMHU.
3arajpHi BUMOTH JI0 00'€KTIB, 1110 3aXUIIAI0THhC. Bu3HaueHHs 3ac00iB 3aXUCTy 1 3ac00iB




ix BukopucranHs. [lepenik HOpMaTUBHUX 1 METOAUYHUX JOKYMEHTIB 11010 3aXUCTY
iH(opMarrii BiJI BATOKY TEXHIYHUMHU KaHAJIaMH.

Bumoru 10 ckiaty mpoeKTHOI Ta eKcIiTyaTauiinoi qokymenrantii. [lepenik mpoekTHOi
Ta eKCIUTyaTAIIfHOI JOKYMEHTAILi1, 110 po3pobisieThes B mportteci crBopernst KC3I B AC.

3.5. ETanu BUKOHAHHSA POOIT Ta MOPSAJA0K MPOBEAeHHSI BUNIPOOYBAHb

[Nomnepenniii, mpoektryBanHs i po3pooku KC3I. IlpoBenenns BunpoOyBaHs i mepenadi B
excruryarairo KC3I.

CkiagaHHsl KaJleHJapHOT O TUiany. TepMiHU MPOBEIeHHS POOIT 32 OKPEMHUMH eTaramu,
BUJIM 3BITHOCTI 1 ()OPMHU MOJIAaHHSI Pe3yJIbTATIB 3aMOBHHUKY.

[Topsimok BHECEHHsI 3MiH 1 IOTIOBHEHB JI0 TEXHIYHOTO 3aBAaHHs Ha cTBopeHHs KC3I.
Honosuenns no T3 na crBopenns KC3I.

[Tpusnauenns ta ckinajn komicii. [IpoBenenHs BunpoOyBaHsb. [lepenik T0KyMeHTIB
BUIIPOOYBaHH: aKkT NpuitMaHHA, cepTUdikar (aTecTar, eKCIepTHUN BUCHOBOK).
BinmoBiAHOCTI BCTAHOBIEHUM KpuTepisiM. Haka3 mpo BBe/IeHHS B eKCILTyaTAIIifo.

10.

Tema 4. Po3pooxa npoexty KC31

4.1. llopsinoxk po3podoku npoekty KC3I

Po3pobka npoexty KC3I Ha niacrasi Ta y BianosigHocti A0 T3. O0rpyHTyBaHHS
MPUHHATAX TPOSKTHUX PillieHb. 3a0e3MeUeHHsI CYMICHOCTI 1 B3aEMO/IIT Pi3HUX
komrnoneHTiB KC3I Ta pi3HuX 3aXx0/iB 1 ctoco6iB 3aXUCTy iHPOpMAIIii.

Cranii crBopenns KC3I: ecki3HHI IPOEKT, TEXHIYHUN IPOSKT, POOOYHI MPOEKT.

11.

4.2. Eckiznuii npoext KC31

Po3pobka nonepennix npoektHuX pimenb KC3I, 1i okpeMux CKJIaloBUX YaCTHH Ta
po3po0aeHHs, OPOpMIICHHS, Y3TO/KEHHS Ta 3aTBEepKeHHs JokyMmenTailii Ha KC3I.

Buznauenns ¢ynkiii KC3I B minomy ta QyHKIII1 i OKpeMUX CKJIaJ0BHX YaCTHH.
CkJaJ1 KOMITJIEKCIB TEXHIYHOTO 3aXMCTy iH(OopMarlii Bii BUTOKY TEXHIYHUMH KaHaJIaMH Ta
BiJl CTIeliaIbHUX BIUIMBIB. Y3aranpHeHa cTpykrypa KC3I Ta cxema B3aeMo/Iii CKI1a10BUX
YACTHH.

12.

4.3. Texniunuii npoexkt KC3I

Po3poOka npoektHux pimens KC3I. Po3po6ka 3araibHUX IPOEKTHUX PIIIEHb,
HeoOximHux ays peanmizaiii Bumor T3 Ha KC3I; pimens momo ctpykrypu KC3I
(opranizaniifHoOi CTPYKTYPH, CTPYKTYPH TEXHIUHHUX 1 MPOTpaMHUX 3ac00iB), aITOPUTMIB
(YHKIIIOHYBaHHS Ta YMOB BUKOPHCTAHHS 3aC001B 3aXUCTY; PIIIEHb 11010 apXITEKTYpH
K33 Ta MexaHi3MiB peanizallii, BU3Ha4YeHUX (PyHKIIOHATHLHUM POQiieM mociyr 6e3rneKkn
iH(opmarrii.

Po3pobxka nokymenrarii Ha KC31. OdopmienHs, y3ropkeHHS Ta 3aTBEPIKCHHS
JIOKyMeHTaIlii B o0cs3i, nependaueHomy T3 na KC3I.

13.

4.4. Po6ounii npoext KC3I

Po3pobnenns, opopmieHHs Ta 3aTBEpLKEHHS poO0U0i Ta eKCIUTyaTaliifHo1
nokymenTanii KC3I Ta if okpemux ckinanoBux yacTuH. Po3poOka 3aco0iB 3axucty
iHdopmarrii KC3I. Po3pobka 3aco6iB 3axucty indopmartii Bix HCJII. Cxemu po3mimieHHs
OT3, kabenpHOTO 00N THAHHS, MEPEXK KUBJICHHS, CUCTEM 3a3€MJICHHS.

Excnmyaraniiina nokymenratis. Onuc nopsaky ¢yukionyBanus KC3I ta HacranoBu
(iHCTpYKIIiT) 010 3a0e3MeueHHs IILOT0 MOPSIIKY 0OCIyTOBYIOUUM IEPCOHATIOM 1
KOPUCTYBa4yaMu, opsaky cynpoBopkeHHsi KC31 BOpomoBk KUTTEBOTO IUKITY.

14.

IlincymkoBe 3aHATTS

YcLoro rogun

32




IpakTuyni 3anarra (32 roa.)

z

Ha3Bu TeMm 3aHATH

I'on.

.|O6cTexenns cepenopuina ¢pyHkiionyBanus KC3IL.

.|BuBuenns 06’exty KC3I.

.|Bubip Bapianty KC3I.

.| @opmyBaHH# 3aBaHHs Ha cTBopeHHs KC3I

.| OdopMIIeHHS MOTITUKHA OS3IEeKH.

.| TTopsimok po3poOiieHHs TexHiuyHOro 3apaanHs Ha KC3I.

.| 3MiCT TEXHIYHOTO 3aBJaHHS.

.| PopMyBaHHS BUMOT 0 KOMIUIEKCHOT CHCTEMH 3aXUCTY 1H(OpMAIlii.

OO0 W|IN|F

.|Etanu Bukonanus pooit 3B crBopenns KC3I.

[EEN
o

.|Hopsanok po3zpobku mpoekty KC3I.

[EEN
[EEN

.| Eckiznnii npoext KC3I.

[EEN
N

.| Texniunuit npoext KC3I.

[EEN
w

.|Pobounii mpoext KC3I.

[EEY
SN

| ITinroroska KC3I no BBeneHH B miro.

[EEN
S

.| Ekcruryararis KC3I.

[EEN
(o]

.| TlimcyMKOBE 3aHATTI.
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