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iHpopMmanis
BUKJIA1A4iB
Koncyabranii 3 | KoHcynpranii B JeHb IpOBEICHHS JICKIIH/TIPAKTHYHHUX 3aHATH (32 TIONEPETHBOIO
NMUTAHb JIOMOBJICHICTIO).
HABYAHHA 10
JUCHHUILIIHI
BiI0yBalOTHCS
Cropinka kypcey | https://ami.lnu.edu.ua/course/instrumenty-secops-kb
Indgopmanis npo | Kypc copsmoBanmii Ha  ¢opmyBaHHS y  CTyIOeHTIB  mpodeciitHux
AUCHUILTIHY KOMIIETEHTHOCTEH, PpO3BUTOK CHCTEMH 3HAaHb IIPO OCHOBHI MpaKTHYHI
iHCTpyMeHTH B cdepi kibepOesneku, a came IHCTPYMEHTH «3aXHCTYy» Ta
«Hanaay». TakoX pO3yMiHHS OCHOBHMX IpPHUHLMIIB MOOYyIOBM Ta
(GyHKI[IOHYBaHHS IIEHTPIB 3 npotuiii kibep3arposam (CSOC)
Koporka Huctumutina  “Tactpymentn  SecOpS” € HOPMAaTUBHOI —JTUCIUILTIHOIO 3
aHoTalis cneniagbHOCTI 125 — kibepOe3neka A ocBiTHROI nporpamu Kibepbesneka, sika
AUCHUILIIHM BUKJIAIAEThCA B 6-My cemecTpax B 00cs3i 6.5-Ti kpeauTiB (3a €BpONEHCHKOI0

Kpeautno-Tpancdepnoro Cucremoro ECTS).

Merta Ta miJi

Mertoro kypcy € popMyBaHHS y CTY/AE€HTIB IPAKTUYHHUX HABUKIB BUKOPUCTAHHS

AUCHUTLTIHA NOMYJISIPHUX THCTPYMEHTIB B cdepi kibepoesneku (SIEM, vulnerability scanners.
IDS\IPS, Nmap, Metasploit, etc.), po3yMiHHs «ITTHOUHA 3aXHCTy» Ta IUKITY
aTakH Ha iHPPACTPYKTYpy OpraHizarii.

Jlirepatypa nis 1. Cybersecurity  Fundamentals/ ISACA/  wwwl/isaca/org/cyber?
BUBYEHHSA Cybersecurity Funamentals Study Guide/ 2003.- 156 p.

AUCHUTLTIHH 2. Joxkymenrarris SIEM “Splunk” - https://docs.splunk.com/Documentation

3. JlokyMeHrailisi ckaHepa BpasiuBocTeil Tenable —
https://docs.tenable.com/

4. Jloxymenraris IDS “Suricata” —
https://suricata.readthedocs.io/en/suricata-6.0.5/

5. MITRE - https://attack.mitre.org/

6. MITRE Defend - https://d3fend.mitre.org/

7. 3araybHUM OTJISA JAHLIOTa aTaKy -
https://www2.deloitte.com/content/dam/Deloitte/sg/Documents/risk/sea-
risk-cyber-101-july2017.pdf

O0csar kypey | 3aranpHuit o6csr: 195 rogus. AyautopHux 3aHsaTh: 128 rof., 3 HUX 64 roj. nek-

it Ta 64 rox. madbopatopaux poOiT. CamocTiiiHOi pobOTH: 67 TOJI.
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OuikyBaHi
pe3yJabTaTu
HABYaHHSA

VY pe3ynbpTari BUBYCHHS HABYAIBHOT TUCIMILTIHY CTYJACHT Ma€ HaOyTH TaKuX
KOMIIETEHTHOCTEH:
3HATH:
- (hyHKIIIOHYBaHHS MEPExXi
- pyHKIIIOHYBaHHS ONEPAIIHUX CHCTEM
- «repuMeTp» Oe3neku
- JJAHIIOT TTOOYIOBH aTaKu
- 0a30Bi CUCTEMU BUSIBJICHHS 1HAWKATOPIB aTaKk
BMiTH:
- YUTATH XypHAIH MOAIN (JIOTH) 13 pi3HUX CUCTEM
- posymitu MITRE ATT&CK
- IPALIOBATH 3 HACTYITHUMH IHCTPYMEHTAMH:
e SIEM “Splunk”
e IDS “Suricata”
e EDR “CrowdStrike”
e Vulnerability Scanner “Tenable”

e Metasploit
e NMAP
Kmouogi ciioBa | KibepOesneka, kiOeparaka, 3arposa, Bpa3jiHBICTb, KOH(]1ACHITIHHICTB,
uiricHicts, Oesnexka manux, IDS, IPS, NGFW, EDR\XDR, SIEM, Scanner,
Vulnerability,
®opmat kypey | Ounuil, TucTaHIiHUN
[TpoBeneHHs Jekiiii, 1a00paTopHUX poOIT 1 KOHCYJIbTAIIIMN.
Temu - Axryamnizanis 3HaHHS 1[0J10 poOOTH 0a30BUX CEPBICIB MEPEXKI Ta
onepauiiinux cucrem (DNS\DHCP, crek TCP\IP, NAT\PAT, DMZ,
TCP\UDP, TCP-handshake, TLS, AD, DC, etc.)
- Blue Team VS Red Team
- Cyber Security Operation Center
- KoHmemnmist «rmuOuHNY Ta «IIEPUMETPY» Oe3MeKH
- MITRE ATT&CK
- Jlanmgor (kill-chain) ataku
- Iacrpymentu:
e XKypnamu nomiii (logs)
e Mepexesi expanu (firewalls, WAF, NGFW)
e Cucremu BusBieHHs(poTH i) mepexeBux 3arpo3 (IDS\IPS)
e (Ckanepu Bpa3iIMBOCTEH
e Cucremu ynpaBiiHHs oaismMu 3 iHpopMaiiiHoi 6e3mnexu (SIEM)
e  @DpeliMBOPKH aTaKyr40i CTOPOHHU
- Kpunrorpadis ta kpunroaHaii3 B «IpUKIaJHOMY» CBIT1
IMincymxoBuii | Ex3amen y kiHIi 6 cemectpy
KOHTPO.Ib,
dbopma

HaBuajabHi Me-
TOAU TA TEXHIKH,
sIKi OyayTh BH-
KOpPHCTOBYBA-
THCSH T Yac
BHUKJIAIaHHS

Kypcy

[TpesenTarii, nekiii
MonaynbHUN KOHTPOJIb




Kpurepii oui-
HIOBaHHA (OK-
peMo 1S KOXK-
HOT'O BUJY HAB-
YaJILHOI AifJIb-
HOCTI)

OuinroBanHs poBoaAuTHCS 3a 100-0abHOO mIKao0. baan HapaxoBYyIOThCS 3a
HACTYITHUM CITiBBiJHOIICHHSIM:

* MOIYJbHUU KOHTPOJb, TECTyBaHHS, ycHe omnuTyBaHHs: 50% cemecTpoBoi
OLIIHKH; MaKCUMaJIbHA KIJIBbKICTE OaimiB 50

* ex3ameH. 50% ceMecTpoBO1 OIIHKH; MAaKCUMaJIbHA KUIBKICTh OamiB 50
[TincymkoBa MakcuManbHa KijgbKicTh O0aiis 100.

AxkanemiuHa go0pouecHicTb: OUIKyeTbCs, IO pOOOTH CTYACHTIB OYAyTh iX
OpPUTIHAIBHUMU JTOCTI/DKEHHSAMHU YU MiIpKyBaHHAMHU. BincyTHICTh mocuiaHb Ha
BUKOPHUCTaH1 JiKepesna, (paOpuKyBaHHS Kepell, CHUCYBAaHHS, BTPy4YaHHS B
poOOTY IHIIKUX CTY/ICHTIB CTAHOBIISATH, aJie HE 0OMEKYIOTh, IPUKIAAA MOKIUBOT
aKaJieMiuHoi HemoOpodecHOCTI. BHsBICHHS O3HAaK akajaeMivyHOl Heao0po-
YEeCHOCTI B MUCHMOBIH poOOTI CTyIEHTa € MiACTaBOIO Ui 1 He3apaxyBaHHHS
BHKJIa/IaueM, HE3aJICXKHO B1J] MacIITa0iB TuIariaTy 4 oOMaHy.

BinBinanHs 3aHATH € BaOXJIMBOI CKJIQJ0BOIO HaBuaHHS. OYiKyeThbCs, IO BCi
CTYJICHTH BIJBIIaIOTh yCl1 JIEKIIi Ta MPaKTH4YHI 3alHATTA Kypcy. CTyaeHTH
NOBHMHHI 1H(OpMyBaTH BHKJIaJaya MPO HEMOXIIMBICTh BiABIIATH 3aHATTA. Y
OyIb-IKOMY BHUIAIKY CTYIACHTH 3000B’s3aHI JOTPUMYBATHCS TEPMIiHIB BH3-
HAYCHHUX JUIS BUKOHAHHS BCIX BHUIB NMHUCBMOBUX POOIT Ta I1HAWBIIYyaJIbHUX
3aBJlaHb, IepeI0auYeHNX KYyPCOM.

JlirepaTtypa. Ycs miteparypa, Ky CTyJISHTH HE 3MOXYTh 3HAWTH CaMOCTIIHHO,
Oyzae HajaHa BHKJIa/JadeM BUKIIIOUHO B OCBITHIX IUIsAX Oe3 mpasa ii mepemayi
TpeTiM ocobaM. CTyIeHTH 3a0XOUYYyIOTHCS O BHUKOPHCTAHHS TaKOX W IHIIOL
JTepaTypu Ta JKEepe, SKMX HEMA€E cepell PeKOMEHI0OBaHHX.

[TosriTuka BUCTaBJIeHHs 0adiB. BpaxoByroTbes 60any HabpaHi IPU TOTOYHOMY
TECTyBaHHI, CAMOCTIiiTHii1 poOOTi Ta Oanu MiACYyMKOBOTO TecTyBaHHs. [Ipu bomy
000B’SI3KOBO BPAaxOBYIOTHCS MIPUCYTHICTh HA 3aHATTSIX Ta aKTUBHICTH CTYACHTA
MiJ] 9yac MPaKTUYHOTO 3aHATTS; HEJOMYCTHMICTh IMPOIYCKIB Ta 3ali3HEHb Ha
3aHATTS, KOPUCTYBaHHS MOOUTLHUM TeIePOHOM, TUIAHIIECTOM YH 1HIIMMH MO-
OUTBbHUMHU TPUCTPOSIMHU IIiJ Yac 3aHATTS B IUIAX HE MOB’S3aHUX 3 HABYAHHSM;
CIIUCYBaHHS Ta IUIAriaT; HECBOEYaCHE BUKOHAHHS ITOCTABIICHOTO 3aB/IaHHS 1 T. 1H.
Koani popmu nopynieHHs akaeMiqHOi JOOPOYECHOCTI HE TOJIEPYIOTHCS.

Tlutauus oo

1. Pi3aung mix kibepoe3nekoro 1 iHpopmariitHor 0e3rmeKkon?

eK3aMeHY. 2. Illo 3abe3neuye kibepOesmnexa?

3. s goro nmotpiona DMZ?

4. 30ynyBaTH THIOBY apXiTEKTYpy MEpeXi B TUIOBIN opraHizarii

5. Sk abo uuM 3IIHCHUTH IEHTpali30BaHy aBTEHTU(IKALI0 THCSYIB
KOpUCTYBaviB?

6. TCP-handshake

7. Araku tunny MITM

8. 30ymyBaru i OOTPYHTYBATH KOHIIEIIIIIO «OE3IIEYHOTO IEPUMETPY»

9. IIo moTpiGHO ISt MOHITOPUHTY CTaHy Oe3NeKH B opraHizarii?

10. Sk, He MarUYu MITIOHHOTO OIO/DKETy, 30y/IyBaTH BiTHOCHO Oe3IedHe
poboue cepenouiie?

11. Marouu MUTIOHHUH OIOJKET — 3 4YOTro oYaTH?

12. MITRE ATT&CK

OnuryBaHHsi | AHKETY-OL[IHKY 3 METOIO0 OI[IHIOBAHHA SIKOCTI Kypcy OyJe HaJaHO IO 3aBep-

LIEHHIO KYpCY.




