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Ha3zBa qucuumiiinm

Komm’roTepHi iHGopMaIiitHi Mmepexi

Azpeca BUKJIAJaHHS
JUCIHHILIIHA

JIbBIBCHKHI HalllOHANBHUIN YHiBepcuTeT iMeHi [Bana dpanka,
ByJI. YHiBepcuterchka 1, M. JIbBiB, Ykpaina, 79000

dDakyJabTeT Ta
Kagenpa, 3a 1Ko
3aKpinjiena
MUCIUILIIHA

®daxynbTeT NPUKIAAHOT MaTEMaTHKHU Ta 1IHPOPMATUKH,
Kagezapa nporpaMmyBaHHs

I'any3b 3HaHb, WIKGP
Ta Ha3Ba
creniaJLHOCTI

lNanmyss 3nanb: 01 OcBita/llegarorika
CreniansHicTs: 014.09 Cepenns ocsita (Indopmarmka)

Bukiaagadi tucnuIiinn

CeniBepctoB Poman ['puroposuy, k. ¢.-M. H., 1011, JOLEHT Kadeapu
IIporpaMyBaHHs

KonTakTHa
iHpopmanis
BHKJIAIAYiB

E-mail:
roman.seliverstov@lnu.edu.ua

Bebcmopinka:
https://ami.lnu.edu.ua/employee/seliverstov-roman-hryvhorovych

Koncyasbranii 3 nurans
HABYAHHS 1O

OmuH pa3 HA TWXKACHb 3TITHO 3 ONPWIIOIHECHUM PO3KIAI0M
KOHCYJbTAIll BUKIagadya. MOXKIMBI OHJIAHHOBI KOHCYJIbTAIlii B

AUCHUILTIHI cepenoBuili Microsoft Teams. [l moromkeHHsT yacy OHJIaWHOBHX
BiZI0yBalOTHCA KOHCYJIBTAII MICAaTH Ha €JICKTPOHHY MOMITY BUKJIa1a4a.
Cropinka kypcy https://ami.lnu.edu.ua/course/komp-iuterni-informatsiyni-merezhi-so

Indopmanis npo
JUCUMILTIHY

Kypc "Komm'torepni iHdopmamiiiHi Mepexi" € BHOIPKOBOIO
HABUAJIBHOIO JIUCHUIUIIHOIO LUKy MpoQeciiHOi Ta MpaKTUIHOI
migrotoBkun 31 cmemiansHocTi  014.09  "Cepemnst  ocBita
(Indpopmaruka)" mns ocBiTHbO-podeciitnoi mporpamu "Cepeans
ocBita (IHdopmaruka)", Ky BUKIAJAIOTh y H'STOMYy CEMECTpPI B
o0cs31 3,5 kpemuTiB (3a €BpOMENCHKOI KPEAUTHO-TpaHCHEPHOIO
cucremoro ECTS)

KopoTtka anorauis
JTUCHHUILIIHA

Kypc crocyerbess TeopeTHYHHX achekTiB (YHKIIOHYyBaHHs, OCHOB
MPOEKTYBaHHS, TMOOYIOBH, HaNAIITYyBaHHS Ta BUKOPUCTAHHS
KOMI'IOTepHUX Mepex. OTpuMaHi 3HAHHS Ta TMPAKTHYHI HABUYKU
HEOOXIHI IS TMPOTpaMyBaHHS KIIIEHT-CEPBEPHUX 3aCTOCYHKIB,
CTBOPEHHS JIOKAJIbHUX 1 XMapHUX OOUHCITIOBAJIBHUX 1 KOPIIOPAaTUBHUX
MEpPEK.

MerTta Ta miJi
JUCIHHUILIIHA

Mera — ¢dopmyBaHHS (yHIaMEHTAIBHUX TEOPETUYHHX 3HAHb 3
apXITEKTypu KOMIT IOTEPHUX MEpeX 1 MPaKTHYHUX HaBUYOK 13
noOyI0BM KOMIT'IOTEpHHX MEpeX Ta OpraHizamii mnepegaBaHHs
OB1IOMJIEHb.
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Limi: dbopmyBaHHS 3HaHB MPO MPHUHIUIH MOOYIOBH KOMITIOTEPHUX
MEpeX, OCHOBHI MEpEeXHI TEXHOJOIl Ta CTaHIApTH; OBOJIOIIHHSI
HaBMYKaMM Oprasi3aulii KOMITIOTEPHHX MEpeK Ta IMpOorpaMmyBaHHS
aJTOPUTMIB TIepeiaBaHHs 1H(GOpMAIIii.

Jlitreparypa nus
BUBYECHHS JMCHHUILIIHA

OcHnosna:

1. Networking All-in-One For Dummies, 7th Edition
oreilly.com/library/view/networking-all-in-one-for/978111947
1608/

2. Tanenbaum A., Wetherall D. Computer Networks, 6th
Edition. — 2021.

3. Kurose J., Ross K. Computer Networking: A Top-Down
Approach, 8th Edition. — 2021.

4. Tactical Wireshark: A Deep Dive into Intrusion Analysis,
Malware Incidents, and Extraction of Forensic Evidence by
Kevin Cardwell, Apress, 2023. —
link.springer.com/book/10.1007/978-1-4842-9291-4

5. Opranizaiiis KoMIT I0TepHUX Mepex [Emekrponnuii pecypc] :
niapyuynuk / FO. A. Tapuascekuii, I. M. Ky3smenko. — Kuis :
KIII M. Irops Cikopcbkoro, 2018. —

ela.kpi.ua/bitstream/123456789/25156/1/Tarnavsky Kuzmenk

o_Org Komp_merej.pdf
6. Muxkutumus A. I'., Mutauk M. M., Ctyxmsk I1. [1., [Taciuank

B. B. Komr’rorepni wmepexi [HaB4. moci0.] — JIbBiB
“Marnomis 2006, 2013.

7. Pukamok P. €. KoHCTIEKT JIEKIIIH 3 TUCIUIUTIHU “APXITEKTypa
KoM’ 1oTepHux Mepex”. — JIpBiB: JIHY, 2012.

8. Hoxymenrariss Wireshark — wireshark.org/docs/

9. Postman Learning Center — learning.postman.com/

10. Azure on Microsoft Learn | Microsoft Learn —
learn.microsoft.com/en-us/training/azure/

11. learn.microsoft.com/en-us/azure/web-application-firewall/ag/c
reate-waf-policy-ag

12. learn.microsoft.com/en-us/training/modules/introduction-to-az
ure-virtual-networks/

13. learn.microsoft.com/en-us/training/modules/introduction-azur
e-web-application-firewall/

Jlooamxosa:
14. Networking and Kubernetes by James Strong, Vallery Lancey,

2021 - oreilly.com/library/view/networking-and-kubernetes/

9781492081647/

15. Network Programmability and Automation —
oreilly.com/library/view/network-programmability-and/978 14
91931240/

16. ua.udemy.com/course/introduction-to-computer-networks/
17. ua.udemy.com/course/networkingbasics/

18. va.udemy.com/course/world-of-computer-networking/

19. ua.udemy.com/course/microsoft-networking-fundamentals/
20. va.udemy.com/course/cisco-tcpip-osi-network-architecture-m
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21.

22.
23.
24.
25.

26.
27.
28.

odels/
ua.udemy.com/course/fundamentals-of-networking-for-effecti
ve-backend-design/
ua.udemy.com/course/ip-addressing-and-subnetting-course/
ua.udemy.com/course/az700-azure/
ua.udemy.com/course/dk8s-net/
ua.udemy.com/course/certified-wireless-network-administrato
r-cwna/

medium.com/tag/networking

thoughtworks.com/insights/topic/cloud
thoughtworks.com/insights/topic/devops

Oo6csar kypcey

3,5 kpenutu €EKTC (105 rogun). 3 HUX 32 TOAWHU JICKITiH, 32 TOAUHA
J1abopaTOpHUX 3aHATh, 41 roguHa CaMOCTIHHOT POOOTH

OuikyBaHi pe3yJbTaTu
HABYaHHSA

VY pe3ynbTari BUBYEHHS 1aHOI HABYAIBHOT AUCUHUIUTIHYU CTYACHT Oy/e

3Hamu.

MPU3HAYCHHS Ta KJIacu(iKaIlilo KOMI IOTEPHUX MEPEK;
CTaHJAPTH KOMIT IOTEPHUX MEPEIK;

OCHOBHI  TEOPETUYHI  TMOJIO)KEHHS  II0J0  poOOTH
KOMIT IOTEpPHUX Mepex Ha ocHOB1 mozeni OSI;

MIPOTOKOJIM JIOKAJIbHUX MEPEX Ta [HTepHET, CTEK MPOTOKOJIIB
TCP/IP;

apxiTeKTypy, NpUHUMNU (YHKLIIOHYBAaHHs, Y3arajJbHEHi
CTPYKTYpHI CXE€MH Ta THUIIOBI XapaKTEPUCTHKHU JIOKAJIbHHUX
MEpex;

OCHOBH KEpyBaHHS JJOMEHAMH, 30HAMU Ta IMEHAMH CEpBICY
moMeHHuX iMeH DNS;

OCHOBM  OalaHCYBaHHA  HaBaHTKEHHS  (PO3MOILTLY
KIIEHTCBKUX  3alUTIB ~ MDK ~ MHOXHHOIO  CEpBEpiB
Be03aCTOCYHKY);

napaMeTpu KOMI'FOTEpPHUX MEpeXk, sIKI BPaXOBYIOThCS MiJ
9ac CTPYKTYpHO-TTAPaMETPUIHOTO MTPOSKTYBAHHS,

crocobu KomyTarlii B iHpopMaIiiiHux Mepexax;

MpaBUJIa apecalii B KOMIT I0TePHUX MEepexKax;

0COOJIMBOCTI HaJallITyBaHHS Ta BUKOPUCTAHHS O€3IpOTOBUX
KOMI'IOTEPHUX MEPEK;

KpUTepii OlLliHIOBaHHS €()eKTUBHOCTI POOOTH KOMI FOTEPHUX
MEpPEeK;

porpamHi 3acobu poOoTH 3 MepexRaMu;

OCHOBHI MEPEKEBI CITy)KOU Ta CEpBICH.

IUTAHYBaTH MEPEeXKEBY CETMEHTAllilo, MiA0upaTH THUIl Ta
CTPYKTYPY KOMIT IOTEPHOI MEpPEkKi, KOMILIEKC HEOOXITHUX
arnapaTHO-IPOrpaMHUX 3ac001B AJIs HET;

po3ropraTi  KOMI'IOTEpHI  Mepexi 13  BHU3HAYCHHSIM
MepUMETPiB, CETMEHTAallI€10, TIaHoM anapecarii Ta NAT;
3acrocoByBatu Infrastructure as Code (IaC) s
PO3TOPTaHHS MEPEX B XMapHiid iHPPACTPYKTYDi;
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— anamizyBaTtu Tpadik Ha iHTepdeiicax MepekeBUX MPUCTPOIB,
301MCHIOBATH MOHITOPHHI MPORYKTHUBHOCTI KOMII FOTEPHHUX
MEpexK;

— KOH(]IrypyBaTu KOHTPOJb Tpadiky (rpynu 6e3neKu, MepexHi
CIUCKHU KOHTPOJIIO JOCTYIY) Ha PiBHI MPUCTPOIO Ta HA PiBHI
miaMepexi y Xxmapi;

— TMporpaMmyBaTH TMPOCTI KIIEHT-CEPBEPHI 3aCTOCYHKH Ha
OCHOBI COKETIB;

— KoH(}irypyBaTd Ta BHUKOpPHCTOBYyBaTtd mporokon SSH s
3aXMILEHOT0 JIOCTYILy 10 CUCTEM 1 IPUCTPOIB.

KoMmnerenTHocTi

Iumeepanvua (IK):

IK. 3marHicTh poO3B’s3yBaTH CKIJIATHI CIICIIai30BaHI MPaKTHYHI
3aBJlaHHS B rajy3l cepeqHbOi OCBITH, 110 Nepeadavyae 3acTOCYBaHHS
KOHLENTYyaJlbHUX METOJIB OCBITHIX HayK, 3HaHb 3 1H()OpMAaTHUKH,
MeAaroriky, MCUXOJIOrii, Teopii Ta METOAMKN HAaBYaHHS 1H(HOPMATUKU
1 XapakTepu3yeThbCsl KOMIUIEKCHICTIO Ta HEBH3HAYEHICTIO YMOB
oprasizaiiii OCBITHROTO TPOIECY B 3aKjialax 3arajibHOi CepeaHbOl
OCBITH.

3acanvni (3K):

3K1. 3aarHicTh 10 aOCTPAaKTHOTO MUCIICHHS, aHaJIi3y Ta CHHTE3Y, /10
3aCTOCYBaHHS 3HAaHb y MPAKTUYHUX CUTYAIIisX.

3K2. 3nanHA W po3yMiHHS MNpeAMETHOI oOsacTi Ta mpodeciiiHol
TISUTBHOCTI.

3K4. 3parHicTh oOpieHTyBaTHCA B 1H(OpPMaLifHOMY IPOCTOPI,
3MIMCHIOBATH TIONIYK, aHalli3 Ta O0OpoOKy iHdopMallii 3 pi3HUX
JoKepen, e(eKTHBHO BUKOPUCTOBYBATH IIM(PPOBI pecypcu Ta
TEXHOJIOT1i B OCBITHBOMY TIPOIIECI.

3K6. 3naTHICTH 10 MI>KOCOOUCTICHOT B3aeMOIii Ta poOOTH y KOMaH1
y chepi mpodeciiiHoi TiSIBHOCTI, CHUIKYBaHHS 3 MPEICTABHUKAMHU
IHIIMX TOpo¢eCIHHUX IPyH Pi3HOTO PIBHSL.

Cneyianvni (¢paxosi, npeomemni) komnemenmuocmi (CK):

®K1. 3paTHiCTP TIEPEHECEHHS CHUCTEMH HAyKOBUX 3HaHb ¥
npodeciiiHy AisTIBHICTD Ta B IJIOMIMHY HAaBYAJIBHOIO MIPEIMETY.

@®K4. 3parnicth (opMyBaTH 1 pO3BUBATH B YYHIB KIIOYOBI Ta
IPEIMETHI KOMIIETEHTHOCTI 3aco0aMM HaBYaJIBHOIO MpPEAMETY Ta
IHTErpOBaHOTO HaBYaHHA; (OpPMYBAaTH B HUX I[IHHICHE CTaBJICHHS,
PO3BHUBATH KPUTHUYHE MHUCIICHHSI.

I[IK2. Bonoginas wMetomamMu iH(OPMAIIHHOTO  MOJCITIOBAHHS,
3JaTHICTb

pearnizoByBaTH iHdopmariiiny MOJIeTTh 3aco0amMu
1HpOopMaLiHHOKOMYHIKalIHHUX TEXHOJIOTH; IIPOBOJIUTH
KOMIT IOTEPHUN €KCIIEPUMEHT,

IHTepIpeTyBaTH, aHaJII3yBaTH Ta y3araJbHIOBaTH HOTO pe3ysbTaTH.
I1K4. 3naTHiCTh BUKOPUCTOBYBATH IPOTrpaMHi 3aCO0H 3arajibHOTO Ta
CTEIiaJIbHOTO MPU3HAYCHHS IS pO3B’sI3aHHS MTPHUKIIATHUX 33124 3
iHopmaTukwy.




I1KS. BonomiHHS TEXHONOTISIMUA HAJIArOKEHHs, 0OOCIyTOBYBaHHS Ta
eKCILTyaTalii KOMIT FOTEPHOI MEpeXi; 3[aTHICTh peali3oByBaTH
KOMILJIEKC 3aXO[iB, CIPSMOBaHMX Ha 3a0e3MeueHHS 3aXHIIEHOCTI
iHpopManii, 31aTHICTb (opMyBaTh BMIHHS Oe3nedyHoi poloTu
HIKOJISIPIB Y KOMII FOTEPHIN Mepexi.

IIporpamHi pe3yasraTn
HABYAHHSA

ITIPH7. JlemoHCcTpy€e 3HaHHS OCHOB (DyHIAMEHTAJIbHUX 1 MPUKIATHUX
HayK 1H(QOpPMAaTUKM Ta MporpaMyBaHHs, omepye 0a30BUMHU
KaTeropisMH Ta MOHATTAMHU MPEAMETHOI 00JIaCTI CIeIiaIbHOCTI.
IIPHY. 3acrocoBye cyuacHi iHpOpMaLiifHO-KOMYHIKaIiiiHi Ta
nudpoBi TexHomorii y mpodeciiiHii qisIbHOCTI.

[IPH14. 3nae Ta po3ymie (i3uuHi, JOTIYHI Ta MaTeMaTHYHI OCHOBHU
iHpOpMAaLIHHUX TEXHOJIOTIH; TOSCHIOE Ta 3aCTOCOBYE CIIOCOOM
JBIMKOBOTO KOIYBaHHS TEKCTOBOI, YMCIIOBOI, TpadivyHOi, 3BYKOBOI Ta
BifeoiH(popmarii.

[IPH16. 3nae Ta po3ymie mpuHUMNM (YHKI[IOHYBAaHHS Ta OCHOBH
apxiTeKTypud KOMIT'IOTEPHUX CHUCTEM Ta Mepex; OOIPYyHTOBYE
HEOOXiZHICTP Ta BHUKOPUCTOBYE amaparHe Ta  IpOorpamMHe
3a0e3MedeHHs] I HAJIAro/HKCHHS Ta aJMIHICTPYBAaHHS JIOKaJIbHOI
Mepexi.

ITPH20. CrBoproe iHdopmariiftHi Mozmeni, peanizye ix 3acobamu
iH(OopMaIiiHO-KOMYHIKaIIMHUX TEXHOJIOT1H, 3/IIHCHIOE T0CIIHKCHHS,
IHTEpIpeTy€E, aHAITI3YE Ta y3araJlbHIOE HOTO PEe3yNIbTaTH.

Kuarouosi cioBa

KOMI'IOTepHa Mepexa, Moaenb B3aemonii Bimkputux cuctem (OSI),
crek TCP/IP, mpotokos, iHTepdeic, MpOTOKOJbHHN OJOK JaHHX
(PDU), MAC-anpeca, [P-agpecarisi, mopT, COKET, KOHLEHTPATop,
KOMYTAaTop, MapupyTu3arop, xmapa, VPN.

dopmar Kypcy OuyHuii: poBENCHHS JISKIIiH, 1Ta00paTOPHUX POOIT Ta KOHCYJIbTAIlIN B
NPUMILICHHAX  YyHiBepcuTeTy (3a  ocoOnuMBUX  OOCTaBMH  —
OYHO-IUCTAHIIHUN a0o0 nucTaHmiiHuN Ha Mmiatdopmi Microsoft
Teams).
Temu .
Twx . dopma 3aBmaHHs, Tepmin
Tewma, miian, KOPOTKI T€3U . .
JCHb J1AJIBHOCT1 Tonq BHUKOHAHHA
1 Esomoyis, knacugpixayis JNeKyis 2

ma mononocis

KOMN 1OMepHUX Mepexc
(KM): Honammsa KM.
Dyukyii komn'romepa 6
Mmepeoxci. Apximexkmypa
KM. Bunuknenns i
poszsumox KM. Ochosni
mooeni KM.
Knacughixayis mepesrc.
Dizuuna ma 102iuHa
MONON02IsA Mepedrc.
Tloeno3zé'sasna ma
HEeNnoB8HO38'a3MHi
(cimyacma, wunna,

3ipuacma, Kiivyesa,




0epesonodibna, 2ibpudna)
mononoeii. Bumozu 00
mepeic.

3natiomcmao 3 mepedicero
nabopamopii, sumozamu
00 6UKOHAHHS,
opopmnenns i 3axucmy
nabopamopHux pooim.
Kpumepii oyintosanns

aabopamopHe
3aHAMmA

y meodcax
3aHAMmA

Cmandapmu KM:
Opeanizayii, saKi
po3podsioms
cmanoapmu.
Jlexomnosuyis i
bazamopienesuii nioxio 0o
noboyoosu KM.
Iumepgheticu ma
npomoxonu. Emanonna
mooenv OSI. Cmexu
npomorxonig. Cmex

TCP/IP.

nexkyis

Bueuenns mepescesux
anapammuux 3aco6ig¢ ma
001a0OHAHHA.

aabopamopHe
3anamms

Y meosrcax
3aHAmMmA

Pisenv mepeoicesux
inmepdeiicie: Kananu
38'a3ky. I[Ipobnemu
@izuunozo nepedasamnns
Ooanux. Dizuuna
CMPYKMYpU3ayis Mepeici.
Ananozoea mooynayisi.
Lugpose i noziune
kooysants. Cnyscou
KAHAbHOZ0 PiGHS.
Dopmysanns Kkaopy.
Posnisnasanns kaopy.
bim-opienmosani
npomoxonu HDLC, PPP.
Bim-cmadpine. Memoou
BUABNIEHHS | GUNPAGTEHHS
nomunox. MAC-adpecu.
MTU. Cmpykmypa kaopy
Ethernet I1. Ynpaesninua
docmynom 00 cepedosuyd
nepedasants. Pozoinenns
kanany: TDM, FDM,
CDMA. IIpomoxonu
nouyepeo6ozo i
KOHKYPEHMHO20 O0CMYNY.
CSMA/CD. Texnonozii
Ethernet, Token Ring.

JNleKyis

Hanawmysanna oocmyny
00 CRILHUX pecypcis.
besnocepeone

aabopamopHe
3anamms

Y mesrcax
3aHAmMmA




nepeoasanHs OQHUX Midc
MepedicesuMU
aoanmepamu

Inmepdpeiic ananizamopa
mepeoici Wireshark

aabopamopHe
3aHAMmA

Yy mesncax
3aHAMmA

Komymoeanuii Ethernet:
Heoonixu knacuunozo
Ethernet. Komymamop
(switch). Komymosanuti
Ethernet. Tabnuys
Komymayii. Aneopumm
360pOMHO20 HABUAHHSL.
Aneopumm npozopozo
mocma. I[Ipomoxon
susnayenns aopec ARP.
Bipmyanvni noxanvni
mepeoici (VLAN).
Hupoxomosnuii wimopm.
Ilpomoxonu STP, RSTP,
MSTP.

nexkyis

Ananiz nogioomnens
KaHAIbHO20 Pi6H3L
sacobamu Wireshark.
Ymunimu ons
OiacHOCMUKY Mepexci Ha
KaHAIbHOMY DIGHI

aabopamopHe
3anamms

Hacmynme
nao.
3aHAMMA

besopomosi noxanvhi
Mmepedici: Bezopomogicme
i Mobinvricme.
Ocobausocmi
b6e30pomosux cepedosuuy
nepeoasanms. Tunu
b6e30pomosux mepesic.
IIpobnema npuxosanux
nepedasauie. Pozoinenns
KAHANi8 36'53K).
Ilpomoxonu Wi-Fi ma
Bluetooth. Ocnosni
HOHAMMS NPO Mepexci Ha
OCHOBI CIIIbHUKOB8020
38'A3KY.

JleKyis

Hanawmyeanns
b6e30pomosoi moyku
docmyny. Bubip
ONMUMANBLHO20 KAHATLY
3 GUKOPUCTAHHAM
inSSIDer.

aabopamopHe
3anamms

Hacmynmue
nao.
3aHAMMA

Mepescesuii pisens.
Y3eo001cenns mione
DI3HUMU MEXHONOTIAMU.
Bupiwenns obmesrcens
Macumabosanocmi.
Iobanvni adpecu.

JleKyis




IP-aopecysanns.
Iiomepeorci. Macku.
Knacose aopecysanus.
Texnonocis CIDR.
Ipegixc ma adpeca
inmepgeticy. Ilpasuna
CKOpoueHHsl adpec.
Inousioyanwvhi, epynosi ma
WUPOKOMOBHT adpeci.
Ipusammui adpecu.
Mapwpymuszayis i
nepeHanpagieHHs.

Ilpoekmysanns
niomepegic.

aabopamopHe
3aHAMmA

HacmynHe
aab.
3aHAMMA

Ipomoxonu mepesicesozo
pisua: Ipomoxon IPv4.
@opmam IP-naxemy.
Ipomoxonu
mapupymusayii.
Dpaemenmayis. Kepyroui
npomoxkonu (DHCP, ARP,
ICMP).

nexkyis

Ananiz IP-naxemis i
NnoBIOOMNIEHb KEPYIOYUX
npomokonie. Ymunimu
071 0iacHOCMUKU MepeXCi
HA Mepexcesomy piGHI.

aabopamopHe
3anamms

Hacmynme
nao.
3aHAMMA

Ipomoxon IPv6: Ilpegixc
ma adpeca inmepeiticy 6
IPv6. Ilpasuna
CKOpoueHHs aodpec.
Inousioyaneri, epynosi ma
008inbHI adpeci.
Ipusammui adpecu.
Dopmam IP-nakemy.
DHCPv6. ND.

JleKyis

Hanawmyeanns
Mapuipymuzamopa.

nabopamopHe
3anamms

Hacmynmue
nao.
3aHAMMA

10-
11

Tpancnopmuuii pisens.
3asoanua
MPAHCHOPMHO20 PiGHSL.
Aopecayis na
MPAancnopmHoOMy pDiGHi:
nopmu. Haoitinicmo
nepeoasants OaHux.
Inmepdpeiic coxemis.
Mynemunnexcysanus.
Texnonoeia NAT.
Ilpomoxonu TCP i UDP.
TCP (6cmanosnenns ma
Ppo3pus 3'cOnanm,

JleKyis
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niOMEEPONCEeHHS,
nOGMOpPHE HAOCUNANHS,
KO63He GIKHO, YNPAGNIHHA
NOMOKOM i
nepesaHmadiCeHHsIM).
UDP. ®opmam
TCP-cecmenma ma
UDP-oamazpamu.

Amnaniz TCP-ceecmenmia aabopamopHe Hacmynue
ma UDP-damazpam 3aHsAmMms nab.
sacobamu Wireshark 3anHAmMms
Ilpomoxkonu npukiadnozo | rabopamopue 3 muoicHi
pisna. Postman 3aHAmMms
12 | Ipuxnaouuii pisens:
Cnyorcoa kamanoeie
Iumepuemy (DNS).
HTTP(s). Enexmponna
nowma (SMTP, POP3,
IMAP). FTP.
Oonopanzosuii 0omin
Gaiinamu (BitTorrent).
Ipoepamysanns aabopamopHe 2 muoicHi
Mepedicegux 000amKie 3auammsi
3 GUKOPUCTAHHAM
coxemie.
13- | Bzaemoodisa npomokonie neKyis
14 | cmexy TCP/IP.
XmapHi mexuonoeii: JNeKyis
KOHYyenyis, apximexmypa i
cyacou Azure
Cmeopenns nabopamopHe 2 mudicHi
XMAPHO-OPIEHMOBAHUX 3auamms
3aCMOCYHKIB 3
suKopucmanmam Azure
15 Texuonoeii VPN JeKyis
Pozzopmanna nabopamopue Hacmynme
8IpMYANLHOI NPUBAMHOI 3aHAmms nao.
mepedici y xmapi 3anaAmms
16 | Ocnoeu mepedicesoi JeKyis

be3nexu ma
AOMIHICMPYBAHHSL
mepexc: Tunu amaxk Ha
Mmepeoici. Misicmepedicesi
expanu. Aneopummu
wugpysanns. Lugposi
nionucu.

3axucm 3'eonane.
Ipomoxonu
aymenmugixayii.
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Monimopune
Mepediceso2o mpapiky.
Ynpaeninus obrikosumu
3aco0bamu Kopucmyeauis.
Mepeoicesi onepayitini
cucmemu.

aabopamopHe 2
3aHAMmA

Kondghieypysanus besnexu
6€03ACMOCYHKIB ULIAXOM
MOHIMOPUH2Y 1
@inempysanns mpapixy

y meocax
3aHAMmA

HincymkoBuii
KOHTPOJIb, hopma

3aUTK y KIHII CEMECTPY

IIpepexBizutu

Jlnsi BHUBYEHHS KypCy CTYAEGHTH TOTpeOyroTh 0a30BUX 3HAaHb 3
JUCIUTLIIH "ApXITeKTypa OOUHCITIOBAIBHIX CHCTEM Ta KOMIT FOTEpPHA
cxemoTexHika" Ta "[IporpamyBanus". [lyi1 po3yMiHHS aJrOPUTMIB
MapuIpyTu3aiii HeoOXiHi 3HaHHS rPpaOBUX CTPYKTYp Ta aITOPUTMIB
MOLIYKY, SIKI BHUKJIAQJAIOTHCS B MEXax AUCHUILIIHK "AJTOpUTMH 1
CTpykTypu JnaHux". JlucuumiiHa TakoX TIOB'A3aHAa 3 KypcaMu
"[IporpamyBanHsi Ta mIATpUMKa BebO-3actocyBanp", “IIporpamua
imkenepis” 1 "[lapamensHi Ta po3momiaeHi oO4HMCIeHHs", sKi
BHUBYAIOTHCS OTHOYACHO 3 HEIO.

HagpuaabHi MeToau
Ta TeXHiKH, AKi
OynyTh
BHKOPUCTOBYBATHUCSI
i 9ac BUKJIAJaHHA

Kypcy

Jlexuii 3 MyJIbTUMENIMHUMHU MPE3EHTALIIMU Ta 3 JEMOHCTpAIli€l0
NPUAOMIB TPAKTUYHOTO BHUKOPUCTAHHS MEPEKEBUX YTHIIT Ta
aHaJi3aTopiB MAaKeTiB; JaOOpaTOpHI 3aHATTS y BUIVIANI BHUKOHAHHS
MPaKTUYHUX 3aBlaHb (y TOMY 4YHCIl KOMaHIHHUX), CaMOCTIiHE
OTpAlLIOBAHHS HABYAJIbHUX MarepiajiiB, PO3MIIIEHUX Yy XMapHUX
cxopumax (Moodle, Microsoft Teams) Ta OHIAHHOBUX pecypcax
(Postman Learning Center, Microsoft Learn, Udemy Toro);
0OroBOpEHHS TeM Ta KOHCYJbTAIil B cepenoBuili Microsoft Teams.

Heo0xigne o01agHanHA

JU1st IpOBEICHHS JIEKITIi: KOMIT FOTEp, TPOEKTOP.

Jlnst ipoBeieHHs JIa0OpaTOPHUX Ta BUKOHAHHS 3aBlaHb: KOMII FOTEP,
OC Windows/Linux, gocTyn 10 iHTEpHETY; MpPUKJIaIHE MPOrpaMHe
3a0e3neueHHs: Wireshark, inSSIDer, Postman, IDLE, 6e3komtoBHmi
o0ikoBui 3amuc (mianucka) B Azure.

Kpurepii
OL[iHIOBAHHSA
(oxpemo a1

KO’KHOT0 BUIY
HaBYAJIbHOI
AiSITILHOCTI)

OmintoBanHss mpoBoauThest 3a 100-OanmpHOIO mmiKanor. 50 Oami
HapaxoBYIOTh 3a BUKOHAHHS JlabopaTopHUX poOit, me 50 OamiB — 3a
BUKOHAHHS €K3aMCHAIIHOTO 3aBJIaHHS.

JlaGopaTtopHi 3aBHaHHS MOXYTh OyTH I1HIMBiAyajbHI Ta KOMaHHI.
VYpoaoBx ceMecTpy CTYIEHT BUKOHYe He MeHuie 10 mpakTHYHHX
nabopaTtopHUX poOIT, SKi CTPYKTYPHO HAJICKATh IO TAKUX JIOTTYHHUX
po3aimiB (y HAykKax BKa3aHO MaKCHMaJIbHY KUIBKICTh OajiB st
KOYKHOTO PO3/IiTy):

1) MepesxeBi anaparHi 3aco0u Ta o0nagHanHs (5);

2) Anani3 6e31poTOBOrO cepeaoBHIla 3 BUkopuctanusam inSSIDer.

HanawtyBanus Touku gocrymy (4);
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3) IIpoextyBanHs migmepex. HamamryBanHs MapipyTU3aTopiB Ta
KomyTaropis (8);

4) Ananizatop mepexeBux nakeriB Wireshark (7);

5) IlpoTtokonu npukiaaHoro piBHs. Postman (7);

6) [IporpamyBaHHs MEpEXEBUX TOJATKIB 3 BAKOPHCTAHHSIM COKETIiB
9);

7) XmapHni Texnosorii Azure, VPN (10).

Crynentn 3000B’s13aH1 JOTPUMYBATHUCS YCIX CTPOKIB BU3HAYCHUX IS
BHKOHAaHHS YCIX BHJIB POOIT, nepeadadyeHux Kypcom. 3BITH PO
BUKOHAHHS J1a0OpaTOpHUX pPOOIT 3aBAaHTAXYIOTh Yy BIANOBiAHE
XMapHEe CXOBHIIIE.

OruiHka 3a eKk3aMeHaliliHe 3aBIaHHS BUCTABISIETHCA 3a 3aCBOCHHS
TEOPETHUYHOTO MaTepiaiy.

OuikyeTbes, MO poOOTH CTyIEHTIB OymyTh IXHIM OpHUTiHATBHUMHU
JTOCITIDKeHHAMH. BiACyTHICTh TOCHJIaHb Ha BUKOPHCTaHI JDKepena,
(abpuKyBaHHS JKEpeN, CIUCYBaHHs, BTPYYaHHS B POOOTY IHIIMX
CTY/ICHTIB, 37JaBaHHS YY)KHUX 3BITIB CTAHOBIISTH, aje¢ HE OOMEXYIOTh
MPUKIATM MOXJIMBOI aKaJeMiuHOl HemoOpodecHOCTi. BusBieHHs
O3HAK aKaJeMIYHOI HeZOOPOYECHOCTI B pOOOTI CTYACHTA € MiICTABOIO
st 11 He3apaxyBaHHS BHKJIaJadeM, HE3aJeXHO BiJI MacmiTadiB
iariaty 41 oOMaHy.

Tunosi nuTaHHA 10
eK3aMeHy

ExzamMeH mnpoxomuTh Yy BHUIISAI TecTyBaHHA. Jlist ycmimiHOro
CKJIQJIaHHs CTYJCHT IOBHHEH ONpamioBaTu yci Temu Kypcy. Hipkue
MOJIAHO TepeNiK THUIOBUX TECTOBHUX 3amHuTaHb (0e3 BKa3yBaHHS
BapiaHTIB BiAMOBiAEH):

1. YcraHOBITH BIAMOBIIHICTE MiXK KJIaCaMHU MEPEXK Ta 1X

abpeBiaTypamu.

[Io 3 HaBeIeHOTO BIACTHBE MEPEkKaM 3 KOMYTalli€l0 KaHaiB?

Sk po3mmpoByeThest abpesiarypa ISP?

[{o Oymo xapakTepHUM IS MEPITUX JOKATHHUX MEPEkK?

Habip ¢yHKIili, ki HUXKHINA PIBEHb HAJIa€ CyC1THBOMY

BEPXHBOMY DPIBHIO - II€:

6. Slka 3 HaBeIEeHUX OpraHi3allii BIAMOBIAAE 3a CTAaHAAPTH
HTML, XML, CSS?

7. Slka cknazoBa NPOTOKOIY BU3HAYAE PO3MIpPH OB
MMPOTOKOJILHUX OJIOKIB?

8. Ckinbku piBHIB BU3Ha4ae monenb OSI?

9. SIkuii 3 HaBeIEHUX MTPOTOKOJIIB CTOCYETHCS MPUKIIATHOTO
piBHs moneni OSI?

10. SIxy Ha3BY Ma€ MPOTOKOJIbHUH OJIOK TaHUX Ha KaHATHHOMY
piBHI?

11. ®yukuiero sikoro piBHs Mozaeni OSI € BiTHOBICHHS 3B'SI3KY
IICJIsl pO3PHUBY Ha OCHOBI 30€piraHHsI KOHTPOJIBHUX TOUOK?

12. Y yoMy nossirae JIOriyHa TOIOJIOTIS Mepexi?

13. SIx Ha3MBA€ETHCS TOTOJIOTISI HA OCHOBI CHIJIBHOTO

bl ol
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14.

15.
16.

17.

18.

19.

20.

21.

22.

23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.

36.

37.

38.

KOAKCiaJTbHOTO KaOero 3 MOXKJIMBICTIO Iepeaadi B 00uaBa
60ku?

SIxa MiHIMaJbHA KUTBKICTb 3B'SI3KIB y MEPEXki MOBHO3B'SI3HOT
TOTIOJIOT1{ 3 YOTUPHOX XOCTIB?

BkaxxiTh METOJM KOIyBaHHS CUTHATY AJISl KOXKHOTO PUCYHKA.
SIka XxapaKTepuCTHKa KaHAITy 3B'SI3Ky BH3HAYa€ KiTbKICTh
iH(dopMmartii, sika mepeaaecTbCst 3a OJUHUITIO Yacy?

SIkuit MepekeBHi MPUCTPIi MOBTOPIOE CUTHAJIM HA BCIX
noprax?

Y yomy nosisirae Hepo30ipaMBUI peXkuM (promiscuous mode)
poboTH MepekeBoro agantepa’?

SIK, 3TiTHO 3 AJITOPUTMOM IPO30POTO MOCTA, MPALIOE
KoMyTarop, ko MAC-anpeca ofepKyBada KaJpy BiICYTHS
B TaOJUI[I KOMYTAIlii?

[Io BUKOPHUCTOBYIOTH B OIT-OPIEHTOBAHUX MPOTOKOJIAX
KaHaJIbHOTO PIBHS AJISl TOTO, 100 CTApPTOBUII/CTOMOBUI
Mpanoperb He 3yCTpiuaBcs B MMOJI TaHUX?

1o 3 HaBe1eHOTO HANUTIOBHIIIIE OMKICYE OCHOBHY MOCIYTY
KaHAJIbHOTO PIBHS?

[IpoTokomaMu SIKOTO PiBHS 3MIHCHIOETHCS YHEMOKITUBIICHHS
“3aTOTUICHHS” TIOBUIBHUX MPUHMaYiB IIBUAKUMHU
nepenaBadaMu’?

[I{o BUKOPUCTOBYETHCS 7Sl pO3MI3HABAHHS KaJIpy B IPOTOKOJI1
kaHanbHoro pisag HDLC?

[lo Take MTU?

YcTaHoBITh BiAMoBiAHICTh Mk MAC-anpecamu Ta iX TUIIAMH.
Sxa noxuna MAC-anpecu (y 6aiitax)?

JUJ1s1 SIKOTO THIY TIPOTOKOITIB XapaKTepHE NepeaBaHHs
CHEIiaNbHOTO KaJIpy-Mapkepa?

SIKi TPOTOKOJIM KaHAIBHOTO PIBHSI CTOCYIOTHCS
ITUPOKOMOBHUX KaHaTiB?

1o 3 HaBeIEHOTO CTOCYEThCS MPOTOKOJTY KaHATIBHOTO PiBHS
tuny CDMA?

SIke 3 HaBeIEHUX TBEPXKEHb CIPABEJINBE I IPOTOKOITY
UDP?

Bxaxite po3mip 3aronoBky UDP-nararpamu (y 6aiitax).
Ckinbku piBHIB BU3Hauae ctek nporokonis TCP/IP?

SIkuii 3 HaBeIEHUX MPOTOKOIIIB € OCHOBHUM IPOTOKOJIOM
PIBHS M KMEpPEKeBoi B3aeMoiii cteky nporokoiis TCP/IP?
3 SKMM IPOTOKOJIOM TPAHCIIOPTHOTO PiBHA MPALIIOE cIyx0a
DNS?

BxkaxiTh HOMep MOpTa, 3aKPIIJICHOTO 32 3aMOBYYBaHHSM 32
nporokosiom DNS.

SIKuit TPOTOKOJ MPHUKIIATHOTO PIBHS BUKOPUCTOBYETHCS IS
OTPUMAaHHSI MOIITH BiJl TOIITOBOTO CepBepa 3 MOXKIIUBICTIO
yIpaBJIiHHS KaTajloraMy Ha IMOIITOBOMY cepBepi?
YeraHoBITh BiamoBigHicTh M HazBamu HTTP-meronis Ta ix
MIPU3HAYEHHSIM.

Axwuit 3 HTTP-metonis npusznauenuit ais 3anuty HTML-
KOJIy CTOPIHKH?
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39.

40.
41.

42.
43.
44.
45.
46.

47.

48.

49.

50.

51.

52.

53.

54.

55.
56.

57.

38.

59.

60.

61.

62.
63.
64.
65.
66.

VY qoMy mossirae OCHOBHA BIIMIHHICTh MiX 4-10 1 6-10
BepcisiMu npoTokory 1P?

Yac xutts (TTL, Time to Live) [P-makera - me:

SIKOI0 KOMaHI010 MOYKHA MEPETIISTHY TH TAOJIHIIIO
MapuipyTtu3saiii xocta y Windows?

BkaxiTh HOMep By3ma y Mepexi 3a ioro [P-agpecoro.

[Ilo 3 naBenenoro e € IP-anpecoro?

Ckinpku 6iTiB BigBoauThkes min [P-agpecy y npotokoni [Pv4?
Bxkaxite ananor nporokorny ARP mist IPv6e-anpec.
Ckoporitb 3anuc [P-anpecu
3b12:0000:0c£7:0000:0000:0000:00aa:1234

VY dyomy nossirae cxema moaynauii OFDM (Orthogonal
Frequency Division Multiplexing), sika BUKOPUCTOBYETbCS Y
Wi-Fi?

SAxwuit mpotokon Wi-Fi Bupimrye npo6iemy "3acBiueHoi"”
crauii?

Sxuit pexxum apreHTudikanii Wi-Fi mae MoximBicTh
MpU3HAYaTH OKPEMHUI Mapoib KOXKHOMY MPUCTPOIO MEpexi?
VY yomy nossirae mpoOiieMa NPUXOBAHOTO IepeiaBaya B
0€3pOTOBUX MEpeKax?

Bubepith nani, ski BiNOBIAaI0Th JBOM (parMeHTaM OJTHOTO
kanpy Wi-Fi.

Pozramyiite mosigomnenus nporokoiay DHCP y mopsnky ix
NepeaBaHHs MEPEKEIO.

SIxe mone Binmpapienux IP-makeTiB gae 3Mory yTumiTi
traceroute (tracert) Bu3Hadaru [P-agpecu mpoMi>KHUX
MapuIpyTU3aTopis?

Sxwmii 3 mpoTokomiB Aae 3mory 3a [P-aapecoro By3na
Bu3Hauutu ioro MAC-aapecy?

Sxuii MepeeBUi MPOTOKOI BUKOPUCTOBYE YTHIIITA ping?
Ska yruiita Linux BUKOPUCTOBY€ETHCS AJI1 BCTAHOBIICHHS
MapuipyTy 10 By3na?

SIKy Ha3By Ma€ TEXHOJOTis, SIka Ha KaHAIBHOMY piBHI J1a€
3MOTYy PO3AUTHTH (Pi3MUHY MEPEKY Ha KiJIbKa HE3aJICKHUX
JIOTIYHHUX Mepex?

VY sxomy pexumi, 3rigHo 3 nporokosnioM STP, mopT He nepenae

kanpu, a BuBuae MAC-aapecu B HUX 1 popMye TaOIHIIO
KOMYyTAIrii?

SxumMu MepekeBUMH PUCTPOsIMU peami3zyeTbesi VLAN
(Virtual Local Area Network)?

o cranetses, ko kaap 3 VLAN Hafailiae Ha KoMyTaTop,
SIKAWA HE TMATPUMYE IO TEXHOJIOT110?

Ha3BiTh npuunHy HEMOXIUBOCTI (DYHKIIOHYBAaHHS MEpEexi
Ethernet Ha 0CHOBI K1IbIIEBOTO 3'€ JHAHHSI KOMYTAaTOPIB.
AJITOPUTM SIKOTO IPOTOKOTY HABEACHO HIDKYE?

SIx BUOMpA€ETHCSI KOPEHEBHI KOMYTaTOpP MpOoTOKosoM STP?
SIKy 3araibHOBXKMBAHY Ha3By Mae MpoTokon 802.37

SlkoMy cTaHIapTy XapaKTepHHUI MapKepHUN METOA JOCTyIy?
SIke 3 TBEpKEHBb CTOCYEThCS NIEpEHAIpaBICHHS
(forwarding)?
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67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

77.

78.

79.

80.

81.

82.

83.

84.
85.

86.

SIK Ha3MBAIOTHCS MEPEXKI, Y AKUX BC1 KOMI'TOTEP
(hyHKII10HATTLHO PIBHOMPABHI?

o Take TopeHT?

SIkomMy 3 HaBeJIEHUX MTPOTOKOJIIB MPUKJIAJIHOTO PIBHA
XapaKTepHHUI TaKui 0OMiH IMOB1IOMJICHHSAMH MIXK KJIIEHTOM 1
cepBepom?

[IpoTokomnu SKOTO piBHS MPAIIOIOTh TUTBKU Ha KIHIIEBUX
XOCTax 1 He MPAIIOI0Th Ha MapIIpyTU3aTopax?

Sxuii 3 mpUMITHBIB iHTep(eiiCy COKETIB BiAMOBINaE
MPOCITYXOBYBAHHIO MOPTA HA HASIBHICTh BX1IHUX
MOB1IOMJICHb?

BxaxiTe MakCUMaJIbHO MOXKITUBHI HOMED TOPTY.

SIky Ha3By Ma€ TEXHOJIOTsI IepeTBOPEHHS nMpuBaTHUX [P-
anpec B [P-anpecu 30BHIIIHBOT Mepexi?

Po3craBre cermenTH mpouenypu "moTpiiHOTO
PYKOCTUCKAHHS" Yy IPaBUIBHOMY TMOPSIIIKY.

[IponomxTe pedeHHs, sike CTOCyeThes mpoTtokony TCP: "V
BUIIAJIKy HEHAJIXO/PKCHHS KBUTAHIII] BIPOIOBK 1IHTEPBATY
OYiKyBaHHS ..."

VYcTaHOBITh BIIMOBIAHICTh MIXK IPOTOKOJIAMU Ta PIBHSAMU, Ha
SIKUX BOHH MPAIIOIOTh.

[I1o 3 HaBeIEHOTO BiANOBIAA€ 3aTaJIbHUM YSBICHHSAM PO
XMapHi o0uncIeHHs?

SIka XMapHa MOJIeJIb BUKOPHCTOBY€E IEHTPU 0OpOOKHU JTaHUX,
30pi€HTOBaHI HA HaJJaHHS XMAPHHUX CEPBICIB yCIM Oaxarounm
HIIT TIEHTPH OOPOOKH TaHUX JJIT KOHKPETHOTO KJIieHTa?
SIKuil T XMapHOTO CcepBicy nepeadayae MaKCUMaJbHY
BIIIIOBIJAJIBHICTE KJIIEHTA 3T1IHO 3 MOIEJUIIO 3arajibHOI
BIIITOBIJAJIBHOCTI?

Sxuit TN MacITabyBaHHS BKITIOUAE TOAABAHHS/BUITYYCHHS
pecypciB (BIpTyalbHUX MAIllUH, KOHTEHHEPIB TOMIO)?

o MaeTbcs Ha yBa3i MiJl MOXKIIUBICTIO BiIHOBJICHHS MEPEXi
micis 360107

SIkuii THI XMapHOTO CepBiCy ONTUMANBHO MIAXOAUTD JUIS
nepenecenss lift-and-shift 3 nokansHOTrO LIEHTPY 0OPOOKHU
JTaHUX y Xxmapy?

Y XMapHOMY cepBici SIKOTO TUIY 3a3BUYail BAKOPUCTOBYETHCS
pilIeHHs TS BiJIC/IIIKOBYBaHHS (PiHAHCOBHX OMNeEpariiii?

Ske 3 mpaBuI1 O€3MEKN Ma€ HAMBUIITUI TIPIOPUTET?

SIKUM YMHOM MOKHA BU3HAYMTHU MPABUIIO O€3MEKU s
BX1THOTO Tpa(iKy 3a 3aMOBUYBAHHSIM?

BubepiTh MyHKT, IKUI BIAMOBIIAE TOMYCTUMOMY TETOBI
cepBicy Ul PaBWJI IPyNu OE3MeKH Mepexi?

i

OnuryBaHHs

AHKeTY-OIIIHKY 3 METOIO OILIIHIOBAHHSI IKOCTI KypcCy Oy/ie HaJlaHO 110
3aBEpPILEHHIO KypCY.




